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1. Overview

The EXgarde Suprema W2 ACU integration module allows the latest Suprema Biometric
technology to integrate with the latest EXgarde access control software, providing a high
level of security with confidence.

The integration module provides the following features.

Ability to use Suprema W2 reader as standalone ACU

Biometric Enrolment using Suprema W2 readers

Template distribution to readers

Monitor reader tamper input

Monitor reader online/offline status.

Display reader events in EXgarde including template download progress

1.1 Compatibility

The EXgarde Suprema integration module is compatible with all Suprema readers
running the Suprema SDK 2 interface.

2. Prerequisites

The follow criteria must be met in order for the integration to function correctly.
4 EXgarde 4.6 PRO or higher installed
4 Net 4.5 installed
4 An additional network user

4 Suprema BioEntry finger License feature enabled (required for both Standalone
and TDSi ACU integration)

Suprema W2 ACU License feature enabled (Standalone mode only)

Adequate Biometric Users License added (amount of enrolled Keyholders
required)

4 All connections to Suprema readers have been established and all IP addresses
recorded

All reader serial numbers recorded

BioStar2 software installed for reader configuration.
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3. Setting Up Suprema

This part of the setup will need to be carried out in accordance with the Biostar2 software
provided. The screenshot below is an example of the All Devices page of the Biostar2
software.

Administrator
BioStar 2 {3} setting (7) About (P) Help = Logout
All Devices ! d o |
< < Reconnect ' Sync Device & Manage Users in Device | * Firmware Upgrade W Delete Device B
All Devices § -
‘ ~  Device D
!1 BioEntry W2 544158774 (10.0.10.5)
|| 544158774 BioEntry W2 544158774 (.. All Devices BioEntry W2 10.0.10.5 Normal

Waiting Device

USB Device

17

Figure 1

The numbered item is required by EXgarde to complete the setup.
1-  Serial number of the reader
2- IP address of the reader
3- Status of the reader

settings is set to OUTPUT

NOTE: Ensure all readers have been added in the BioStar2 software and are all

Q CAUTION! Ensure the Wiegand Input / Output mode in the reader advanced
@ online

Wiegand

* Input/Output

Figure 2
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In the following example we are setting the output to 37-bit Wiegand.

& siostar 2 X [+ = o X

€« C @ localhost/#/devic

i apps [ siate | App @) ®

Administrator
[= Logout

BioStar 2 @) sening (7) About () Help

nnnnn Fade Out

OFF v ) msec | 0 msec Fade Out
Auth Success
OFF v ) msec msec Fade Out
Auth Fail
Auth Duress
Trigger & Action
+ Configuration otk radd
Wiegand
* Input/Output (D output * Pulse Width(ps)
* Input Format 1D#2 HID 37 bit-H10302 v * Pulse Interval(ps)
+ Output Mode D vomal Fail Code

Apply Cancel

Figure 3

Go to Setting -> Card Formats in the Biostar Software. Take note of the format used for the
output.

& Biostar 2 x o+ - X
<« C O localhost/#/setting/card formatjwiegand/listZtimestamp=1615464076221 - % % 0O O :

i apps B sipoatelApe g

Biostar2 P GARDIS | Login - TDSI Predu

‘Administrator

BioStar 2 ) setting (7) Abour (B) Help [= Logout

— « Wiegand
1 26 bit SIA Standard-H10301 26 2 0
2 HID 37 bit-H10302 37 1 0
3 HID 37 bit-H10304 37 2 0
4 HID Corporate 1000 35 2 0
HID Corporate 1000 48bit 48 2 0

L2 T N W S W W Y

Figure 4

Go into the TDSi Suprema folder and edit the following configuration file :-
SupremaW2Integration.exe.config. Ensure the SetfTDSiWiegandConfig value equals the 37-bit
Wiegand format in Figure 4 e.g. in the following example it is set to 2.
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j SupremaW2Integration.exe.config - Notepad — O ®
File Edit Format View Help

<?xml version="1.@" encoding="utf-8"?> A
<configuration>
<configsSections>
<!-- For more information on Entity Framework configuration, wvisit http://go.microsoft.com/fwli
<section name="entityFramework" type="System.Data.Entity.Internal.ConfigFile.EntityFrameworkSec
</configSections>
<startup>
<supportedRuntime version="v4.8" sku=".NETFramework,Version=v4.5" />
</startup>
<connectionStrings>

<add name="EXgarde" connectionString="Server={@}; Database={1}; User ID={2}; Password={3}" prov
</connectionStrings>
<appsettings>

<add key="AccessControlsystem” value="EXgarde" />

<add key="DatabaseServer™ value=".\EXGARDE" />

<add key="Database" value="EXGARDE" />

<add key="DatabaseUserId" value="ExgardeUser" />

<add key="DatabasePassword” value="GV72JIPry6YzICxowhREkpa3E4U+uetb34QeQKlersys=" />

<add key="KeyType" value="6" />

key="SetTDSiWiegandConfig" wvalue="2" />

<add key="WiegandFormatId" value="42" />

<add key="DesfirePrimarykey" value="5WT7QuLQ3@yAYudepuemT8WY5mV3YD2kIrx/dpXslPYXxTVZ+3hk+etNre8a

<add key="DesfireAppId" value="1" />

<add key="DesfirerileId" value="1" />

<add key="TcMClientType" value="11" />

<add key="SSLEnabled” value="@" />

<add key="RootCertificatePath” value="Certificates/ca.cert.pem™ />

<add kev="ServerCertificatePath™ value="Certificates/server.cert.pem" /> v
< >
Ln 20, Col 49 100% Windows (CRLF) UTF-8 with BOM
Figure 5

Once the readers have been configured correctly, ensure the BioStar 2 Services has been
stopped. Failure to do so will prevent EXgarde from connecting to the biometric readers.

‘4 Services = O X

File Action View Help

¢ M Ec=z HE »®uwn

£, Services (Local) . Services (Local)

BioStar 2 Launcher Name Description Status Startup Type Log On As 2
{;); AssignedAccessManager Ser.. AssignedAcc.. Manual (Trigg.. Local System
Start the service & Auto Time Zone Updater Automaticall... Manual (Trigg.. Local Service
Q: AVCTP service This is Audio.. Running  Manual (Trigg.. Local Service
Description: & Background Intelligent Tran..  Transfers file.. Running  Automatic (De.. Local System
BioStar 2 Launcher by Suprema Inc. Af.;)s Background Tasks Infrastruc.. Windows inf.. Running  Automatic Local System
Q Base Filtering Engine The Base Filt.. Running  Automatic Local Service
*ABjoStar 2 Launcher BioStar 2 La.. Automatic Local System
Q; BioStar 2 Launcher(x64) BioStar 2 La... Automatic Local System
-C;’; BioStar 2 MariaDB(x64) Automatic Local System
16, BioStar 2 TA Web Server(x64)  BioStar 2TA .. Running  Automatic Local System
\C;’; BioStar 2 Web Server BioStar 2We.. Running  Automatic Local System
AS;); BioStar 2 Web Server(x64) BioStar 2We.. Running Automatic Local System
1&J. BitLocker Drive Encryption S.. BDESVC hos... Manual (Trigg.. Local System
{,‘;’; Block Level Backup Engine S.. The WBENGL... Manual Local System

18 Bluetooth Audio Gateway Se.. Service supp.. Running  Manual (Trigg.. Local Service
{;’; Bluetooth Support Service The Bluetoo.. Running  Manual (Trigg.. Local Service

1} Bluetooth User Support Serv.. The Bluetoo... Manual (Trigg.. Local System
| Q Bonjour Service Enables har..  Running  Automatic Local System
~.‘.}"; BranchCache This service ... Manual Network Se...
».‘:;’; Capability Access Manager S.. Provides faci.. Running ~ Manual Local System
G} CaptureService_9b563 Enables opti.. Manual Local System .
ExtendedAStandard/ o
Figure 6

CAUTION! Ensure the BioStar 2 Service has been STOPPED before running EXgarde
Communications
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4.Suprema W2 service

To enable communications between EXgarde and the Suprema W2 readers, the Suprema
W2 Service installed must be running.

The Suprema W2 Service Manager can be used to install the service and set the start-up
method. This can be found in C:\Program Files (x86)\TDSi\Exgarde\Suprema W2\
SupremaW2IntegrationServiceManager.exe

===
@Qv‘ <« Local Disk (C)) b Program Files (<86) + TDSi b Exgarde b SupremaW2 » ~ [ 4 |[ Search suprema wiz 2
Organize ~  Includeinlibrary v Sharewith v New folder = Al @
. Harme Dste rodified Type Size -
fr 140 UES6 File folder
o Libraries 7] SupremaWzintegration.exe 1047201 0548 Application K8
7] Supremat2Integration.ushost. exe 13042007 045 Bpplication 23KB
> 18 Computer 7] SupremaZintegrationConfiguration.exe  12/04/2017 09:38  Application 12 KB |
= $up Integrati M 134/2007 046 Application 11KE T
> €l Network %) BS.SDK V2.l 042007 0950 Application extens.. 4634 KB
%) EntityFramewark.dll 04402015 1240 Application extens.. 5,075 KB
%) EntityFrarework.SqiServer. il D90/2015 1240 Application extens 607 KB
%) Exgarde.Common.dl LA4017 1619 Application extens.. 41KB L]
] Exgarde.Functions.dll WAL 1407 Application sens.. KB
%) BxXgarde Localizstion.dil 11/04/2007 1619 Application extans 13 KE
%) Exgarde TCM.dI 14017 1619 Application extens.. 15KB
%) ExgardeDstabaselnterface.di 142007 1643 Bpplication extens 39KB
%) ExgardeDataDormain.dll A0 1619 Application extens.. 166 KE
%) ExgardeDataLayer.dl LAY 1619 Application stens.. 13218
%) ExgardeBventProcessor.dil L4017 1619 Application extens 16 KB
%) Exgarde Teminterface.dll LA4017 1619 Application extens.. 50 KB
[] ExgardeTaSupremalltils.dll LAY 1619 Application sens.. 25KB
%) MicrasoftWeb Infrastructure.dl DT/2013 1515 Application extans 45KB
%] HLog.di 2A1/018 1423 Application extens.. 411KE
2] SuprernaSdkMadels.dl LAY 1619 Application aens.. 42KB
%) Supremat2Commands.dil A0 1619 Application extens.. 47KB
%) SupremawzCammen.dil LAY 1619 Application stens.. 25K8
2] v on o AT A TP RN fesliensinn s .
58 items
Figure 7

The Suprema Service Manager can be used to control/configure the Suprema Service; the
start/stop buttons can be used to start or stop the service. When you first run EXgarde, the
Suprema Service will be setf to run in manual mode by default. This can be changed to runin
Automatic mode by right clicking on the shortcut you have just created and selecting Run as
administrator, click yes on the next screen to accept running as Administrator.

The Suprema Service Manager will open and 'Start-up type' will default to Manual. To enable
Automatic start-up of the service, click Stop then Uninstall, then select Automatic from the
drop-down list and click Install, next click on Start. From now on every fime the PC running
EXgarde is started the Suprema Service will start.

ol Exgarde Suprema W2 Service Manager @

Startup type

Automatic -

Inztall ] [ Uninstall

Start ] [ Stop

Figure 8

uUumMo123 1 EXgarde Suprema W2 ACU User Manual Page 9



4.1 Suprema W2 Service Configuration

If a client installation of EXgarde is being used or if EXgarde is connecting to a custom
database, the connections will need to be set up for the service to function correctly.

This can be found in C:\Program Files (x86)\TDSi\Exgarde\Suprema W2\
SupremaW2IntegrationConfiguration.exe

@ NOTE: The configuration tool will need to be run as administrator

To access the service configuration tool, complete the login details

a7 Login [E=8 E=8 =)
Tenant Landlord
Operator Admin
Pazsword

Figure 9
- EXgarde Suprema W2 Service Configuration EI@

Database Server MEXGARDE|

Database Name EXGARDE

Database User Exgardeser

Datat User P

DESfire Key T—

DESfire App Id 1 £

DESfire File Id 1 £

[ Update | [ Enable S5L

Figure 10

Database server — This needs to be the address of the server.
Database Name - This needs to be the name of the server .
Database User — This need to be the user login.

Database User Password — This needs to be the database password.
DESfire Key — Encrypton key used to access the DESfire cards
DESfire App ID — Location of data stored on DESfire card

DESfire File ID — Location of file store within the application

Once the information entered is correct click on Update
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4.2 SSL (Secure Socket Layer) control
The SSL conftrol feature will allow the data communicated between the service and

the readers using a 4096 bit encrypted RSA key. This can also be configured to use
custom certificates.

4.2.1 Enable SSL

To enable SSL between readers and the service, login in to the service
configuration tool and click on the Enable SSL button at the bottom of the

page.
- EXgarde Suprema W2 Service Configuration EI@
Database Server MEXGARDE|
Database Name EXGARDE
Database User Exgardeser
Datat User P
DESfire Key —
DESfire App Id 1 =
DESfire File Id 1 =
[ Update | [ Enable S5L
Figure 11

A message box will appear informing that the service will need to be
restarted.

Success @

S5L enabled. You will now need to restart the service

Figure 12

Click on the OK button and restart the service to complete the process.

4.2.2 Disable SSL

To disable the SSL feature, log in to the configuration tool and click on the
Disable SSL button.

a5 EXgarde Suprema W2 Service Configuration EI@
Database Server
Database Name EXGARDE
Database Lser Exgarde User
Database User Password
DESfire Key
DESfire App Id 1 3
DESfire File 1d 1 3
[ Update | [ Disable S5L
Figure 13
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A message will appear informing of disabled readers and the requirement to
restart the service

Success @

S5L disabled in 3 readers. You will now need to restart the service

Figure 14

4.3 DESFire Card Configuration

The current encryption method use by Suprema is the Triple DES format, therefore the
Suprema Service Configuration tool can also be used to allow the readers to operate
with the Triple DES card technology.

For the Triple DES cards to function with the Suprema readers, the Master key,
Application ID and the File ID must be available.

To set the application and file id’s, log in to the configuration tool.

a2’ Login E=E E=H =<
Tenant Landlord
Operator Adrin
FPazzward

Figure 15

The DESFire Key application and file ID’s will now be available fo amend.

DESfre Key P —
DESfre App Id 1 2
DESfre File 1d 1 :
[ Update | [ Enable S5L

Figure 16

Perform the necessary changes and click on the Update button

@ NOTE: The service will need to be restarted and an ACU reset will need to be
performed
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5.Setting up Suprema in EXgarde

5.1 Suprema W2 Readers connected to controllers.

Log into the EXgarde using the default password tdsi. This can be changed later if
required.

Once logged in, you will be presented with the EXgarde Home Page. From here you
will be able to add the Suprema readers to the system.

To begin adding the first reader, click on the ACU Wizard icon. This will guide to

I — ===ro
Y | B RO )

9 0 X e —

I

¢ ¢ ¥ oz ¢ ¢ WU
st s ot ez U-l

X

I

& Oparstue logged in: Advain - Tenant -Landlord M- Wi

Figure 17

through the necessary steps for you to get the first reader online.

i EXgarde - Home Page

File Edit Actions View Tools Windows Help

QO H |

T O

Expert Mode Events

Area Schedule Area \izard
Wizard

Figure 18
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Follow the step through the process and when prompted to select the type of reader,
select Suprema from the list.

File Edit Actions Wiew Tools Sindows  Help
m Select the type of reader to be used on your system

IMagnetic -l

U Panasanic liis E
TDSi MIFARE
TDSiwiegand
Universal Decode B

Figure 19

To add further door controllers as required, click the Start Again button. When all the
readers have been added, click on the finished button.

5
]
g
B

s View Tools Windows Help

©
&

B B BE

ATU Sustem his been succosiuly costed

Vexgarde |

®
Ciicking Finish wil save the addition of the new ACU

F you wish to run through the Wizard again to add another ACL, the Start Again button wil take you batk to the beginning

Figure 20
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You will now need to set up the readers in the system. Click on the Expert Mode icon

on the home page.

[ is A—— ==
Q0o [ B R 9

6 ‘t
Eeents

©

£« o i

>
AC Ward Beay Schacde ey Wi Kayhalder Wiz
“Wizard

ccess Rights
Wad

Figure 21

From the Shortcut bar on the left-hand side, click on the Equipment button.

IActive Tenant: Landlord

&Keyholders

=

‘ @..-‘Equipment %i

= 1

E Repaorts gl

1

FFSm 1
K Operatorlagged in i Adrmin - Tenant Landlord

Figure 22

To create a portal for the Suprema BioEntry W2 or BioStation readers, click on the

Summary button and the select Portals.

B, Outline | [ Surnmary

Computers G’W
= %

ACUs Doars

Readers

o Wiews points
Relays

anputs

-I Counters —5 MetCams
I'Inconsistenc EyIntruder Panels
“Bl ¥ lj

Figure 23

'.CCTV Contrallers

@ Biometric Read...
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In the middle of the screen, click on the New button. Enfre the name of your portal in
the Name field

i ExXgarde - Portals
File Edit Actions Wiew Tools MWindows Help

COm

Actions ( 3 New SaE
¥+ end configuration and Keys to &CU -

P o -

Figure 24

Select the Type of Portal to be Biometric

. Type of Portal
Type Connputer
| TDSIWKS05 |
Figure 25

Select the Biometric Reader Model to be Suprema W2.
- Portal Configuration

Biometric: Reader Model
5 ¥ P Communicationg

Suprem:
Figure 26
Check the IP communications Box and the click on Save.

Next in the Summary List on the left-hand side of the screen, select the Biometric
Readers from the list.

B, Outline | [ Surnmary

[ c t < Portal
? amputers » artals
I\!']ACLIS D Dioars
L.I- Readers ‘.CCTV Controllers

WWieur poirts liometric Read..
OInputs Relays
.-l Counters ;‘:—',‘ MetCams
[WlInconsistency 'ﬂlntruder Panels
== L

Figure 27

Click on the New button to create a new Biometric reader.

i E¥qgarde - Biometric Readers
Eile Edit Actions Miew Tools  Windows Help

QO m

Actions ‘ ¢ Mewr JaE

E|Instant Report
L=l hTant Repan ame

Figure 28
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In the Reader properties window, complete the following fields.

# Mewr lProperties _-_-_-Qolumns s
M arne
[\ New Bio Reader |
- Information
Long Mame Comment

- Biometric Type

Biometric Readsr Tupe Biometric Feader Model
|Suprema W2 j |EioEntr_l,l W2 j
nit rumber

o

. Communication

Partal

| TDS 1wk 805 : Suprema w2 =
Connected to ACU: Reader

|N0ne ﬂ | j
IP &ddress |F Port

|o.o. 0.0 51211

Figure 29
Type the name for the reader info the Name field.
Select the Biometric Type as Suprema W2 and the model as BioEntry W2.
Enter the Unit Serial Number as specified in the Suprema BioStar2 software.

Select the Conftroller and reader to which the reader is physically connected
fo.

Finally, enter the IP address for the Suprema reader and the port to 51211

Once done, click Save.

To add more readers to the system, repeat this process until finished.

Finally, Start the EXgarde Communications application to establish connect to the
door controllers and readers.

UMO0123_1
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5.2 Suprema W2 as a standalone ACU

The new Suprema W2 integration can also operate as standalone access controllers,

eliminating the requirement for access control units.

To setup a BIOentry W2 or BIOstation W2 access reader, login to EXgarde and select
the expert function from the home page.

From the Shortcut bar on the left-hand side, click on the Equipment button.

Tovs windows Help

=

il

(&

exgarde

& Operatarlogged int A - Tamant:Landlord

-t

Figure 30

IActive Tenant: Landlord

,kﬁl(eyholders

B
‘ - /Equiprnent

;&. Reports

WS

E".{_Q.Eerator logged in: Admin - Tenant: Landlord

Figure 31

To create a portal for the Suprema BioEntry W2 or BioStation readers, click on the
Summary button and the select Portals.

B, Outline | [ summary

F Computers
i]ACLIs
L..L Readers
WWieur points
OInputs
-I5 Counters

Wl Inconsistency
.

-

Doars

,i.CCTV Caontrallers

ﬁ Biometric Read..,

Relays
.—-ﬂ‘ MetCams
o

'ﬂlntruder Panels

Figure 32
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In the middle of the screen, click on the New button. Entre the name of your portal in
the Name field

i Exgarde - Portals
File Edit  Actions Miew Tools  Windows Help

QOO
| Actions II:ﬁNew ’Saue

QSend conf?guration and Keys to ACU |I:Eame

Figure 33

Select the Type of Portal to be Biometric

. Type of Portal
Type Coarmputer
| TD514wKS05 |
Figure 34

Select the Biometric Reader Model to be Suprema W2.

- Portal Configuration

Biometric Reader Model

¥ IF Comnrurications

Figure 35
Check the IP communications Box and the click on Save.

Next in the Summary List on the left-hand side of the screen, select the ACUs from the
list.

| EEOutIine [} Surnmany

[ Camputers {/‘ Partals
Doors

I Readers .;.CCTV Contrallers
__,View points ﬁBiDmetric Read...
OInputs Relays
- Counters ,—-d‘ MetCams
. l =
Sl Incansistency 'ﬂlntruder Panels
| ] -

Figure 36

Click on the New button to create a new Biometric reader.

e
# Mewr F HE: X0
expert ?
expander r
eicel 2

ecel 4

MicraGarde 1
Microl arde 2

Aperio
Simaris Voss

<

Suprema W2

Create using “Wizard

Figure 37
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With the new ACU created, give it an appropriate name and click on the Save

button.

Mew + [Save 3 Delete |£Prupert|es | @ Events [

= Name
Suprema W [~ Comrmission Mode

+ Information
- Communications

Cammunication Portal
[TDSIWINTDEYT : Supremaw2 |

- Configuration
ACU Type Detault Canfiguration
ISuprEmaWZ j IDH ;I
uin Urit Murnber
I I
Pazsword Auiliany 1/0 Board
I”“ INDI installed ;I

Figure 38

Next, click on the Outline button in the left hand menu to access the outline view.

| B Outline [ Summary
=8 Access Control Site
EE@ TOE-WINTDEWT
A Suprerna el

e % <Biometric Reader>
-7 Suprema ik

E"'.f" MetCams

Figure 39

Select the New Bio Reader 1 from the list.

| EEOutIine [ Surnmary

=0 Access Contral Site
B2 TOS-WINTDEWT

E@ Suprema W2
{ﬂ Jew Bio Reader 1
-2 ] Suprerna W2

&% MetCams

Figure 40
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Select the Properties tab and complete the required fields

% Mew USave _{ Properties .-.—.-£0|umns [
% Mame
AW [ei0star 2

+ Information

- Biometric Tupe
Biometric Reader Type Biometric Reader Maodel
|Suprema W ﬂ |Suprema Wi ﬂ

Unit nurnber

5441601839
-

- Communication

Partal

| TDSIWINTDEY7 : Suprema w2 ~|
Connected to ACL: Reader

|Suprema W ﬂ |Header1 j
IP Addresz IF Port

[10. 0 .10 11 [51211

- Access Mode

Fingerprint Cinly [Enabled 24/7 -l

Card Oriy [Disabled 24/7 =]

Card + Fingerprint |Disabled 24/7 ﬂ

Figure 41
# Biometric Reader Type — Select Suprema W2
# Biometric Reader Model — Select Suprema W2
# Unit Number — Enter the reader serial number (found on the back of the reader)
# Portal —Select the Portal the reader is attached too
# Connected to ACU — Select the ACU reader is attached too
# Reader - Select Reader 1
# IP Address - Enter the reader IP address
# IP Port - this should be set to default 51211 unless user defined
uUumMo123 1 EXgarde Suprema W2 ACU User Manual
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5.3 Adding a Secure I/O 2 module

If a secure I/O module has been added to the BlOstar2 ACU door enfry system, it will
need to be set up in EXgarde.

To set up the Secure I/O module, select the ACU the module will be attached too
and open the properties menu.

|EEOutIine [y Surmmary
B8 fccess Cantral Site
|_:_|E TOE-WeKE0S
Em Suprema
Ly BIOstar?

[]--E;"ﬂ Assa Mbloy
[]—-Eﬂ Simonsyoss
575 EXpert 4
E-5F IP Direct 1

B _'5. MetCams

Figure 42

Enter the serial number of the I/O module found on the back of the unit into the
Comments field, under the Information tab and click save. The IO unit will now be

operational.

#MNew v [Save 3 Delete |£Properties | @ Events [

Mame

IBiostar2 I~ Commission Mode
- Information
Lang M arme Secures 10 SAN

|788682198

Site
fsite 1 |
- Communications
Carnmunication Portal
| TDSI4WKS 08 : Suprema -l
- Configuration
ACU Type Default Configuration
ISuprema W2 LI IDH LI
uiD Uriit Murmber
| I
Pazzwaord Aumiliary 10 Board

- Additional Configuration

I Mot inztalled LI

Figure 43

Complete the process by clicking Save. The Suprema reader will now been updated to
recognise the I/O module.
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6. BlOstar 2 reader door setup

6.1 Associate Doors to an Access Area

Click on Equipment in the Navigation Window
Click on Summary
Click on Doors

E§=0utline Summ@

&) Computers

22

Pl
< Portals

= CCTV Controllers
1, View points —

@Biometric Readers

i Inputs
© :

Dalauc

IActive Tenant: Landlord L.I

&Keyholders
T

Figure 44

In the main window select the door you wish to define
Click on the Properties button in the Toolbar

| _ | 4’ @ Events ¥ Doorstates S Schedule | [[[Columns I Check &Il [T

e | TNAME ===,
‘ [} BlOstar door 1

Narme L oor Mumber
BlOstar door 1 1

- Information

Lang Mame Comment

Figure 45
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6.2 Fire door setup

To enable the door as a Fire Door expand the Options section and tick the Fire Door
option. If the associated inner or outer area for the door is configured as a fire door
areq, then the door will become unlocked when the fire input is activated

- Optiong
Dizplay as
|— Daar -
Figure 46

6.3 Door access area setup

To setup the Door's access areas expand the Access Areas section (Figure 32)
In the Outer & Inner Area drop downs, select the 2 Access Areas which are either side
of the door

- Access Areas

Outer Arza Inner &rea
| Public | |Public |
Figure 47

6.4 Reader Location

Expanding the Additional tab will select where the reader or readers are located with
respect to the Inner area.

- Additional

1 Readers jrie] Functions Schedule Events
Readers Located
Reader 1 J + Outzide " Inzside

Figure 48

6.5 Door Functions

Expanding the Functions tab will allow you to edit the Local & Remote Alarms and
Lock Off Condition

- Additional

Readers 10 Functions Schedule Events

Local Alarm Delay (seconds)  Remote Alarm Delay (minutes)
15 |45

Lock Off Condition

Door Opened v ]

Man Trap
Group Type

| None Ll l Inside Door Lj

Figure 49
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Local Alarm Delay

Once the fime (in seconds) has been configured, the Door may stay open for
defined time before the ACU generates a Local Alarm by the operating the on-board
sounder.

Remote Alarm Delay

Once the fime (in minutes) has been configured, the Door may stay open for a
defined time before the ACU generates a Remote Alarm.

Local and remote alarms will generate an event after the door has been left ajar for
the specified tfime.

Lock Off Condition

The Lock Off Condition determines when the door lock strike relay will turn off after
the relay has been energized.

Door Opened - Lock strike relay will turn off as soon as the door is opened.
Door Closed - Lock strike relay will turn off as soon as the door is closed.

Lock strike Timed Out - Lock strike relay will turn off after the lock strike time has
elapsed.

6.6 Door Schedule

Expanding the Schedule tab will allow you to apply a Door Schedule (i.e., doors
unlocked 9am to 5pm).

Select an available schedule from the drop-down list. Selecting Relay Off 24/7 means
that the door will be locked all day, every day for normal access.
Selecting Relay On 24/7 means that the door will be unlocked all day, every day.

The Apply Schedule option determines how the schedule should be applied during
days defined as holidays.

- Additional

Readers Ijo Functions Schedule Events

Schedule Apply Schedule

Fielay Off 24/7 | |Every day ~|
Figure 50

6.7 Manual Door Control

If you wish to manually select the door to follow an action (overriding the door
schedule), then you can do this by selecting the door in the list view and selecting
one of the following actions located in the Actions Window:
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Actions

FyRelsase Door

FUnlock Door For free access
& Lock Door to stop all access
%Set Door bo controlled access
@) show events

o Show Alarms

*,'-" IUpdate equipment states
Instant F.epaort

Figure 51

6.7.1 Release Door

Releases the Door manually (as when the Egress Button is pressed) which will follow
the relay opening time (default of 4 seconds).

6.7.2 Unlock Door for Free Access

Unlocks the Door (it will remain unlocked until another manual or scheduled event
causes it fo become locked).

6.7.3 Lock Door to Stop All Access

When a door is barred, the readers and egress buttons are disabled, preventing all
access via the door.

6.7.4 Set Door to Controlled Access

Will cancel all manual overrides and allow the door o follow the schedule it has
been attached to. Doors can also be triggered by a Fire Input. This specifies if the
door is to be automatically released on an input designated as a fire input
becoming active. So, when the ACU receives an input from the fire panel, if
selected as a Fire Door, it will remain unlocked until the fire panel has been reset
and the Fire Input processed.
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7. Alarms

To create an alarm (using Door Forced as an example) select the Equipment Button in the

Shortcut window and then select Summary from the Navigation Window

E%,Outlin®.|mmiy’>

~

" Computers < Portals
= £
T Acus
I_q 4 Readers 2y ¥ Controllers
View points Biometric Readers B
empevenns )
O Inputs Relays
. Counters ~# NetCams
Iz '
5 #Inconsistency ,Intruder Panels
== b
he
< 2
=l

1Active Tenant: Landlord

&Kevholders

- Equipment

;;;:_ Reports

In the main window, select your door you wish the alarm to be applied to and click on the

Properties button.

Figure 52

- Infarmation

B save 1, @) Events  #| Door states %Schedu\e
Mame
IBIDstar doar 1 1

E[[Qolumns W] Check &l [ Ly

Door Number

Comment

Long Mame

Next click on the Additional Drop-Down header and then on the Events tab.

Figure 53
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- Additional

1 Readers /o Functions Schedule Events

Event message Alarm procedure I Relay
[ Door opened

[ Door closed

[ Doar farced

[ DoorLocal alarm

[ Doar Rermate alarm
[ DoorEgress on

[ Doar Egress off

[ Door Lock Strike

[ Door &larm Shunt

[ Handle state changed
[0 Lock state changed

[ Key cylinder state ch...
[ Door Tarmper

[ Door Status

[ Doar Low Battery

[ Quality of Service

Figure 54

umMo123 1 EXgarde Suprema W2 ACU User Manual Page 28



Right-click on the event you wish the alarm to apply to and select Properties from the menu

that appears .

In the Event Action Details window, fick on the Generate Operator Alarm option box.

If there are no Alarm Procedures or you wish to create a new one, click on New

B

[ Door clos
[ Door fore
[ Door Loc
[ Door Re

- Additional
1 Readers jrie] Functions Schedule Events
Event message Alarm procedure Fela

Disable eventlog

Enable event log

Properties

Wl M Nnnr Faress nn

Figure 55

Event Action Details
General |Trigger | Sound |

Event Meszage

|D00r opened

¥ Generate Operator Alarm

Alarm procedure

Y - |

Alarm Actions

Default |

Pricrity
|3 E Mew Edit

Ok I LCancel Apply Help

Figure 56

Event Action Details
General |Trigger | Sound |

Event Message

|D00r opened

¥ Generate Operator Alarm

Default |

Alarm procedure Pricrity
I -] [ F New Ed
Alarm Actions e

Add Mew m

Ok I LCancel Apply Help

Figure 57
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Name the procedure an in the Operator Actions box, every line entered becomes a task the
operator must acknowledge and take responsibility for

Alarm Pracedure Definition =]

Procedure Name

|D00r Open Alam
Operator Actions

Check Door -
Clear Alarm|

oK | LCancel Help

Figure 58

Once complete Click OK

If the event will be activating a relay or 3@ party, click on the Trigger tab.

Ewvent Action Details =]
Activate CCTY Yiewpoint
|N0ne j
Wl garde 'wall
4 [ | +

Activation Action Tag CCTY Viewpaint

| = e =]

Motify Modes Wideo YWerification Yiewpoint

|N0ne j |N0ne j

Ok | LCancel Apply | Help |

Figure 59

For the event procedure to activate arelay (a spare relay must be available on the system)
then highlight it in the relay window and select the relay from the list.

{ [ Activate Helagj

ACU | Relay
1| 1] [ 3
Activation Sction
Figure 60

UmMo0123_1 EXgarde Suprema W2 ACU User Manual Page 30



If the action will be triggering a CCTV operation, select the item from the desired CCTV

options.

If remote nofifications are setup, select the node from the Notify Nodes dropdown.

Activate CCTY Yiewpoint

|N|:une j

Wllgarde 'w'all

| =]

Tag CCTY Wiewpaint

|N|:|ne ﬂ

Wideo Yerfication Yiewpoint
|N ane j

Figure 61

Motify Modes

|N|:|ne ﬂ

Figure 62

If the event will be activating a sound file, click on the Sound tab.

Ewvent Action Details =]

[~ Play a Sound file

Available sound files

=

Browse | Flay |

Ok | LCancel Apply Help

Figure 63

If you wish a WAV file to be sounded on the PC when the alarm occurs, then click on browse
and select your sound file and click OK.

Aevailable zound files

| =]

Coone D e
o ———_

Figure 64
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When you are happy with the alarm procedure, click OK and you will see the eventicon in
the door properties change to a red explanation mark

Event rmessage | Llarm procedure | Felay ||

! O Door opened Door Open Alarm
[ Door closed

Figure 65

When ready to save changes, you will be prompted to associate this with an Alarm Zone

Information @

|"/.._-"‘-. You have defined this Door to have alarms and is not defined in an

W Alarm Zone,
Pleasze select one from the Alarm Zone list,

Figure 66

From the drop down menu, select the Alarm Zone you wish this procedure to follow and click
ok

Set Alarm Zone =
Fleaze zelect an alarm zone
Mazter Zone -

Cancel |

Figure 67

When the action is tfriggered the Alarm Monitor window will pop up.

I

Alarm Monitor

Alarm Surarnary
R aized Acknowledged

Latest Alarm
04200171228 3 Dooropened  BlOstar door 1

Locate | Shaow Alarms

Help

Figure 68
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Next click on the Show Alarms button, this will bring up the Alarm window.

P e e |

Eile  Alarm  Windows

Date/Time | Pri... | Alarm Zone Event Source | Controlledby | &
[ 11/04/2017 12:35 3 Master Zone Door opened BIOstar door 1 Mone 1

[ ow [

Figure 69

To view the alarm, double click on the alarm to bring up the Alarm Conftrol window. This
window will allow the user to action the alarms and perform the required tasks by clicking on
the Take Control button.

Alarm Contral =]
~ dlarm Histor
Date/Tirme | Ewvent I Source Detail 1 Detail 2 Detail 3 |
* [ 11/04/201.. Door opened BlOstar door 1

~&larm Procedur

Step I Action required I Status Operator I Operator response
1 Check Door Pending
2 Clear Alarm Pending
i~ Current Action
Action Required Operator Response

IChecK Door | Apply |

Dperator with Contral - [None l Takegnnt:D Release | 0K I Help |

Figure 70

The Operator Response window will become live and the Apply button will now be enabled
to perform the response required by the Action.

Current Action
Action Required Operator Responze
|Eheck Daar |Done Apply |
Figure 71
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8.Schedules

The Suprema EXgarde integration will allow custom schedules to be applied to the readers
providing greater levels of access capabilities.

8.1 Relay Schedules

Click on System Seftings in the Shortcut Window and select Schedules. Then click on

Relay Schedules.

e

il Schedules . Database Users E}Operators
v y ,‘: Metcam type list

0 Al Schedules 0 Access Group .,

D Area Schedules lay E;-:Pn':dn_ilr:-.—'.'

0 Alarm Zone 5.,

IActive Tenant: Landlord

kKeyholders

!
- Equiprment

gﬁ. Reports
| ||:

Figure 72

Click on New on the Tool Bar or click the arrow and select Relay Schedule from the

drop down list.

A new schedule will now appear in the main window.

| % New ]- cave JCDelete /7 Properties
_.{Access Group Schedule [Name
Relay Schedule

Area Schedules
Alarm Zone Schedule

Group Schedule Wizard
Area Schedule Wizard

Figure 73

Next select the new schedule and click on the Editor in the Tool Bar and using your
left mouse button, select the Access Mode you desire and drag & drop it onto the

Single Day grid.

;‘-'i-gure 74

#MNew v [ o0 M Delete  / Properties | IEﬁiEditnr |
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Then by hovering the mouse pointer over the edge of the box, expand it to your
desired time. To fine tune the period starts, and period ends fimes you can use the up
and down arrows in the 'hh mm' boxes

~ Period types for daily schedules —

[ Relay 0N
. Relay OFF

4+ Mond
Eoon ay

3 (=3 k=4 1z 15 13 21 Z24
hh mm hh mm

Period starts rﬁE 'TJE E Period ends Iﬁ- rU_D— E Copy Day

Delete Period

Figure 75

If your days are going to be following the same time, then you can copy & paste the
mode and time to other days in the week.
To select the different days, use the Up & Down arrows

hh  mm hh mm

Period starts ,ﬁ lﬁ E Period ends [EW E

r
Delete Period

Figure 76
When the time schedules have been set up, click on Save
Now you can associate the Schedule with your Relay

In the same window, expand the List Menu
Select what relays you wish to follow the schedule by ticking them

. Lists
| Mame | Rela... | acu | ~
[] ¢ poortalar.. 3 M1 Slave 1
A d Door 1 Lock... 1 Master 2 =
[] ¢ Doorilock.. 1 M2 Slave 1
[] ¢ Dpoorilock.. 1 M2 Slave 2
[J4 Dpoorilock.. 1 Master 1
4 Door 1 Lock.., 1 TDSi EXcel4...
[0 ¢ Dpoorilock.. 1 M1 Slave 1
[19 Doorilock.. 1 expert Dem. .. he
Figure 77

Click on Save once the setup is complete.
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The new schedule will now be displayed in the Lock Strike properties menu under the

Additions, Schedules tab

Figure 78

_ [ | 7 Properties | @Events Olnputs P Keys [51
Mame Felay Mumber
«  [BIDstar Lock Stike J1
- Infarmation
Long Mame Comment
- Options
Dizplay az
[¥ Enabled ILockstrike LI
- Activation
Trigger
IDoor LI
Select Doar Trigger Event
|D00r1 LI IDoor Lock Stike LI
- Additional
Hold Tim Hulse Schedule Ewents
Schedule Apply Schedule
h - I Every day LI

If you have more schedules configured, these will be displayed in the drop-down

menu.

- Additional

Scheduls

Hold Time Schedule

Pilse Schedule

Apply Scheduls

Ewvents

Test Schedule 1

LI I Every day

Relay On 24/7

Relay Schedule 1 al
Test Schedule 2 =
Test Schedule 3 ok

-

Figure 79

=

The selected schedule can also be apply with conditions. Three pre-set conditions are

available.

- Additional

Hald Time Schedule Bulse Scheduls Ewvents
Schedule Apply Schedule
Test Schedule 1 j IEver}l day LI

Only on Holidays
Every day except Holidays

Figure 80

Every day — Schedule will apply to everyday
Only on Holidays — Schedule will only apply on holidays
Every day except Holidays - Schedule will apply to every day except Holiday periods
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8.2 Biometric Schedules

As with the relay schedules, biometric schedules can be applied with the principles.
Click on System Seftings in the Shortcut Window and select Schedules. Then click on

Biometric Schedules.
. Database Users ﬁOperators

i ;‘Netcam type list

0 Al Schedules 5 Access Group 5.
D Area Schedules /D Relay Schedules

0 Alarm Zone Sc..

IActi\re Tenant: Landlord LI

&Keyholders
B

Equipment

Figure 81

Click on New on the Tool Bar or click the arrow and select Biometric Schedule from
the drop down list

,j‘NewF!Save S Delete  Propetties |

Access Group Schedule Mame | Carnm

Relay Schedule
Area Schedules
Alarm Zone Schedule
Biometric Schedule

Group Schedule Wizard
Area Schedule Wizard

Figure 82

A new schedule will now appear in the main window.

Marre Long Mame Carnrent Type
Biometric 3che.., Biometr
D{ﬂﬂ Disabled 24/7 Bioretric Schedule
D{ﬂﬂ Enabled 24/7 Bioretric Schedule
Figure 83

Next select the new schedule and click on the Editor in the Tool Bar and using your

left mouse button, select the Access Mode you desire and drag & drop it onfo the
Single Day grid.

#MNew » [ oor M Delete  / Properties | l%ﬂEditnr |

;Ei-gure 84
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Then by hovering the mouse pointer over the edge of the box, expand it to your
desired time. To fine tune the period starts, and period ends fimes you can use the up

and down arrows in the 'hh mm' boxes

Period types for daily schedules

O Enabled
DNntenah\ed
'EMunday
[} 3 a 1z 15 13 21
‘r||r||r||r||r||r||rwlrnli
hh mm bk mm

Period start |00 [00 l@ Period end [24 [00 |§

Copy day | Paste day Undnpasle‘

Delete period

Figure 85

If your days are going to be following the same fim
mode and time to other days in the week.

e, then you can copy & paste the

To select the different days, use the Up & Down arrows

T=>
& (=]

12 15 18 21
1 P N i P L L 2y y
L T 1 | \ | | \
hh mm hh mm =
Period start ,ﬁ ,ﬁ |§ Period end ’E ,ﬁ |§ ‘

Figure 86

Delete period

When the time schedules have been set up, click on Save. The new schedule will now

be displayed under each of the Access Mode

# Mew / Properties | [[[|Calurans [
% Mame
LW [eiostar
+ Information
- Biometric Type
Biometric Reader Type Biometric Reader Madel
| Suprema w2 j | BioEntry ‘w2 j
Unit rurnber
544160189
-
+ Communication
Fingerprint Orly [Enabled 24/7 |
Card Only | Disabled 24/7 ~|
Card + Fingerprint |Disabled 2447 ﬂ
Figure 87

If you have more schedules configured, these will be displayed in the drop down

menu against each method of entry.

- Arccess Mode

Fingerprint Only

|Enabled 24/7
Card Orily I

Card + Fingerprint

Figure 88

Disabled 24/7
Enabled 24/7

UMO0123_1

EXgarde Suprema W2 ACU User Manual

Page 38



9. Biometric Enroliment Reader

To specify a reader for enrolment, Click on Tools and select Options

i Exgarde - Tenants
File Edit Actions Wiew | Tools | Windows Help

o O ‘\I COiptions
a I Ewent Procedures
I

Figure 89

From the options, select Biometric Enrolment.

Optians

A Ahout ExXgarde
fKEvent Log Control

4 Compatibility
fK'Area Bookings

4 Occupaney

#¢ Keypad-only Digits
:gUniuersal Decode
fK'Enrolment Readers

g Biornetric Enrolrment
% Reader Types

% Update Statistics

¢ video Werfication Opti..,
#¢ Dual Login
fKWizard Defaults

4 Infa field aptions

Figure 90

Next, scroll the top bar until the Suprema BioEntry Finger option appears.

e EEae 3 Delete

&
Syztem Optian

—

*: Finger Panasonic ET Iris | Suprerna BioEntry Finger

Suprema Yersion |1 - I

Enrolment Unit (D
ID [~ Use Finger Pod

COM Part

IEl " Use Serial
IP &ddress Part

[0 0. 0.0 [uoom & UselP

Admin 1D Adrnin Password

[ Ta Usze with BicE ntry Lite]

f1 [1234
Default Key Box Default Key Technology
IGeneraI Use LI IMicrocard ;I

Figure 91
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Enter the following details into the fields

A Suprema Version - Set to 2

Enrolment Unit ID — Reader Serial number

|
M |P address — Reader IP Address
A

Port —set to 51211

W ew MYsave M Delete

e
Syztem Option

*: Finger Panasonic ET Iris | Suprermna BioEntry Finger

Suprema Yersion
rralment it 100
544158774

COM Port

[~ Usze Finger Pod

" Use Senal

IP Address Pt
L0105 fsEn

@ UszelP

mnin Password oL =R 2
I_I— 1734 [ T Use with BioEntry Lite)

Default Key Box efault Key Technology
| General Use 37-hit Wiegand

Figure 92
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10. Adding a Keyholder to EXgarde

To set up and keyholder on the EXgarde system, click on the Keyholders button on the
Shortcut Bar.

e

tive Tenant: Landlord

‘k}(eyholders
—
- - Equipment

g. Reports
ol

Figure 93

Click on the Keyholders tab and select the All keyholders from the list

»

| A Keyhalders [ Keys
A Access Groups & Badge Designs
p q q

MNarne | Tenant I
All Key Holders Landlord

Figure 94

Click on the New button to create a new Keyholder. This will allow full access to the Biometric
integration features of the software.

4 Enter the user's name into the Name field.

4 Enter Key to issue number in the Keyholder Keys section.

4 Change the Type to 37-bit Wiegand and type in a key number. This is the number
used to identify that keyholder in both the fingerprint template and also door

confroller.

Click on the Save button when done.

&

Marne
INew K.eyholder 1

- Keyhalder Information

Long Mame Comrient

- Kevholder Keys

Key to izzue
12345678

Figure 95
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11. Adding a Keyholder Biometric Template

With the Keyholder entered into the system, click on the Biometrics tab at the top of the
screen.

# Mew tISave MK Delete v Properties | @®Search 2 Issue K @Eiometrics Ph
Q) show events [l Keyholder access &g Export Keyhaolders B Tagged events [ Colum

Figure 96

With the Biomeftric window now open, click on the Type of biometrics and select Suprema
Finger and from the Associate Key drop down, select the keyholders 37-bit Wiegand key

1 P lssueKey | @3 Biometrics | / Photograph 73 Print bady

B Tagged events P Keys | [[[ Calumns Check Al []U

Tupe of biometric Azsociate key
Suprema Finger -
|
oy ¥
o i »

Figure 97

Next, click on the radial button of the finger to be enrolled and the click Capture.

.
~ |
=
~
N
C |

-

{ Capture [) | | Erase |

e

Figure 98

The window below will pop up prompting you to present the finger twice on the reader to
enrol

P )

Biametric Enrolment @

Please present Biometric bwice to Reader for enrolment

Figure 99
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If the template has been captured successfully, the below message box will appear.

P =

Biormetric Enrolment @

Biometric successfully captured

oK

Figure 100

If however, the template was not successfully captured, the below message will appear and
you will have to recapture the template.

P )

Biometric Enrolment @

Biornetric captured failed

oK

Figure 101

With the template now captured, click on the Store button to save the template fo the
database. This will also send the template to all applicable readers.

ify | Encode | Erase m

\.‘__________./

Figure 102

To test the system, present your finger to the reader. If the system is operating correctly the
reader will indicate that the print has been accepted.
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12. Reloading templates to readers

To reload templates to readers firstly select the reader from either the Outline View figure 92
or the main window figure 63

| EECIutIine = Summary

28 Access Contral Site

Em SURE)

i ,ﬁ Suprerma 1

4 SUprerma
-8 10.0.0.202
’_'5_7 MetCarms

Figure 103

#Mew | aoe M Delete  / Properties |[[[Qulumns

Check Al [ Uncheck

| Marme I Long Mame | Comment | Biormetric Rea... I Biometric

O ,@ Suprema 1 Suprema W2 BicEntre W

ﬁ Suprema 2 Suprema Wl BicEntre Y
Figure 104

Next click on Reload Templates from the Actions windows.

Actions

| Instant Report
'@ Reload Templates

Figure 105

The action will display Action Processed while the templates are being loaded

Actions
| Instant Report

Action Processed

Figure 106

The action will also be displayed in the event window.

== Details v| ®so @ciop P ik YWPeriod

Date/Time | Ewvent

Fram |21£D2£2D1?15:33 j Ta |21HD2£2D1?15:33 j Al

| Source | Detail 1 |
ﬁ}EL"DE;‘EDl? 15:37 Operatar Reload Biometric Ternplates Admin Suprema 1
,@21."02;‘201? 13:37 Biometric Reader Download Successful Supremal
Figure 107
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13. Commissioning Mode

When creating a new Biometric ACU in EXgarde, you can tick Commission Mode to delay
communications to the reader during database configuration.

#MNew » [save 3 Delete |£F‘roperties | @) Event

5 Mame
=
/J |BIOstar2

I Lomrission Mods

Figure 108

Once you have fully configured the ACU and its child objects you can turn off configuration
mode and this will fell EXgarde Suprema W2 service to start communication to that ACU.

UmMo0123_1 EXgarde Suprema W2 ACU User Manual Page 45



14. Troubleshooting

Connection Issues

Check RJ45 is connected, and unit is powered.

Check unit can be pinged.

Check correct IP address has enter and matches unit settings.
Check Suprema service has correct firewall rights

Distribution Error

M Check serial number entered matches unit.
4 Check unitis displayed online in EXgarde.

Reader Shown Offline

Check IP address and port are correct.

Check the EXgarde Suprema service is running.

Check conflicting services are not running I.E. BIOstar service
Check connection I.E., can you ping unite
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