EXgarde Suprema
Integration

User Manudl
UMO102_3

TDSi UK, Unit 10, Concept Park, Innovation Close, Poole, Dorset, BH12 4QT, UK

WWW.TDSi.CO.UK o +44(0)1202 723535 Msales@tdsi.couk & +44(0)1202 724 975



http://www.tdsi.co.uk/
mailto:sales@tdsi.co.uk

Foreword

Copyright © 2021 TDSi. All rights reserved.

Time and Data Systems International Ltd operate a policy of continuous improvement and
reserves the right to change specifications, colours or prices of any of its products without

prior notice.

Guarantee

For terms of guarantee, please contact your supplier.

Copyright © 2021 Time and Data Systems International Ltd (TDSi). This document or any
software supplied with it may not be used for any purpose other than that for which it is
supplied nor shall any part of it be reproduced without the prior written consent of TDSi.

Trademarks

Microsoft and Windows are registered trademarks of Microsoft Corporation.

All other brands and product names are trademarks or registered trademarks of their

respective owners.

Cavutions and Notes
The following symbols are used in this guide:

j CAUTION! This indicates an important operating instruction that should be followed

injury.

to avoid any potential damage to hardware or property, loss of data, or personal

@ NOTE: This indicates important information to help you make the best use of this

product.

Document Control

Issue | Date Issued Change Summary Issued by
1 23/02/2017 Initial Release GFH
2 08/05/2017 Updates to include new features GFH
3 11/03/2021 Updates document to separate license options TBA
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1. Overview

The EXgarde Suprema integration module allows the latest Suprema Biometric technology to
integrate with the latest EXgarde access confrol software, providing a high level of security
with confidence.

The integration module provides the following features.

Biometric Enrolment using Suprema W2 readers

Template distribution to readers

Monitor reader online/offline status.

Display reader events in EXgarde including tfemplate download progress

Integration with EX series and MICROgarde controllers using Wiegand reader
channels

1.1 Compatibility

The EXgarde Suprema integration module is compatible with all Suprema readers running
the Suprema SDK 2 interface.

2. Prerequisites

The follow criteria must be met for the integration to function correctly.

EXgarde 4.6 pro or higher installed

.Net 4.5 installed

An additional network user

Suprema BioEntry finger License feature enabled

All connections to Suprema readers have been established and all IP addresses
recorded

All reader serial numbers recorded

BioStar2 software installed for reader configuration.
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3. Setting Up Suprema

This part of the setup will need to be carried out in accordance with the Biostar2 software
provided. The screenshot below is an example of the All Devices page of the Biostar2
software.

Administrator
BioStar 2 ) setting (@) About () Help T

All Devices \ d |

i Reconnect O Sync Device & Manage Users in Device | * Firmware Upgrade | i Delete Device

P Adiress
B4 544158774 BioEntry W2 544158774 (.. All Devices BioEntry W2 10.0.105  Normal

All Devices

§) sioEntry w2 544158774 (10.0.10.5)

Waiting Device

USB Device

Figure 1

The numbered item are required by EXgarde to complete the setup.

1- Serial number of the reader
2- IP address of the reader
3- Status of the reader

@ NOTE: This indicates important information to help you make the best use of this
product.

CAUTION! Ensure the Wiegand Input / Output mode in the reader advanced
settings is set to OUTPUT

Wiegand

* Input/Output

Figure 2
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In the following example we are setfting the output to 37-bit Wiegand.

& siostar2 X e = X

<« C @ localhost/#/device/detail/5441

&pageNum=1 o % % 0 RO :

3&group._id=18istC

2 apps [ singate | App [ Biostar2 1 - TDSi Produ.

Administrator

S Logout

BioStar 2 @) setting (1) About () Help

Scan Finger

OFF - ) msec | 0 msec Fade Out
Sean Card
OFF - 0 msec | 0 msec Fade Out
Auth Success
OFF - ) msec | 0 msec [ | Fade Out

Auth Fail

Auth Duress

Trigger & Action

e m -

Wiegand
* Input/Output ) Output + Pulse Width(us) 40
* Input Format 1D#2 HID 37 bit-H10302 v * Pulse Interval(us) 10000
« Output Mode D normal [[] Fail Code

Cancel

Figure 3

Go to Setting->Card Formats in the Biostar Software. Take note of the format used for the
output.

& siostar2 x + - x
« C @ localhost/#/setting/card _formal/wiegand/list?timestamp=1615464076221 o & % 0 »@
22 apps [ siposte| App (& BioStr2 P GARDIS | Login - TOSI Procu

Administrator

 Logout

BioStar 2 @ setting () About () Help

+ Wiegand

Wiegand

Smart Card

‘Wiegand ID Name Total Bits Number of Fields: ‘Number of Issued Ca...
1 26 bit SIA Standard-H10301 26 2 0
2 HID 37 bit-H10302 37 1 0
3 HID 37 bit-H10304 37 2 0
4 HID Corporate 1000 35 2 0
5 HID Corporate 1000 48bit 48 2 0

L N N Y Y L Y 8

Figure 4
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Go into the TDSi Suprema folder and edit the following configuration file :-

SupremaW2Integration.exe.config. Ensure the SetfTDSiWiegandConfig value equals the 37-bit

Wiegand format in Figure 4 e.g. in the following example it is set to 2.

j SupremaW?2Integration.exe.config - Notepad

File Edit Format View Help
<?xml version="1.@" encoding="utf-8"2>
<configuration>

<configSections>

</configsections>
<startup>
<supportedRuntime version="v4.e" sku=".METFramework,Version=v4.5" />
</startup>
<connectionstrings>

</connectionStrings>

<appSettings>
<add key="AccessControlSystem” value="EXgarde" />
<add key="Databaseserver™ value=".\EXGARDE" />
<add key="Database" value="EXGARDE" />
<add key="DatabaseUserId" value="ExgardeUser" />

<add

<add key="DesfirePrimaryKey"
<add key="DesfireAppId" value="1" />

<add ‘DesfireFileId” value="1" />

<add key="TcMClientType" value="11" />

<add key="SSLEnabled" wvalue="@" />

<add key="RootCertificatePath" value="Certificates/ca.cert.pem" />

<add key="ServerCertificatePath” value="Certificates/server.cert.pem" />

Ln 20, Col 48 100%  Windows (CRLF)

<add key="DatabasePassword" value="GV72IPry6YzICxowhREkpa3E4U+uetb34Qeqkiereys=" />

<!-- For more information on Entity Framework configuration, visit http://go.microsoft.com/fwli
<section name="entityFramework" type="System.Data.Entity.Internal.ConfigFile.EntityFrameworkSec

<add name="EXgarde" connectionstring="server={@}; Database={1}; User ID={2}; Password={3}" prov

"SWT7QuLQ3@y4YudepuemT8WYSmV3YD2kIrx/dpXs1PYXTVZ+3hk+etNre8a

>

UTF-8 with BOM

Figure 5

Once the readers have been configured correctly, ensure the BioStar 2 Service has been
stopped. Failure to do so will prevent EXgarde from connecting fo the biometric readers.

< Services
File Action View Help
e Ecz Hem »enwn

o

X

) Services (ocal) || <) Services (Loeal)

BioStar 2 Launcher Name Description Status Startup Type
B " Gl Assig Ser... gned. Manual (Trigg...
Start the service & Auto Time Zone Updater Automaticall.. Manual (Trigg..

G AVCTP service This is Audio..  Running  Manual (Trigg..
Description: Gl Background Intelligent Tran.  Transfers file. Running  Automatic (De..
BioStar 2 Launcher by Supremalinc. i) Background Tasks Infrastruc. Windows inf.. Running  Automatic

&), Base Filtering Engine The Base Filt. Running  Automatic

ioStar 2 Launcher BioStar 2 La... Automatic

&), BioStar 2 Launcher(x64) BioStar 2 La... Automatic

& BioStar 2 MariaDB(x64) Automatic

), BioStar 2 TAWeb Server(x64)  BioStar2TA.. Running  Automatic

&l BioStar 2 Web Server BioStar 2We.. Running  Automatic

&, BioStar 2 Web Server(x64) BioStar2We.. Running  Automatic

& BitLocker Drive Enaryption S..  BDESVC hos... Manual (Trigg.--
Gl Block Level Backup EngineS..  The WBENGI.. Manual

) Bluetooth Audio Gateway Se.. Servicesupp.. Running  Manual (Trigg..
&) Bluetooth Support Service  TheBluetoo..  Running  Manual (Trigg..
& Bluetooth User Support Serv... The Bluetoo.. Manual (Trigg..
&% Bonjour Service Enableshar.. Running  Automatic

&) BranchCache This service . Manual

G) Capability Access Manager S.. Provides faci. Running  Manual

& CaptureService_9b563 Enables opti.. Manual

Log On As

Local System
Local Service
Local Service
Local System
Local System
Local Service
Local System
Local System
Local System
Local System
Local System
Local System
Local System
Local System
Local Service
Local Service
Local System
Local System
Network Se..
Local System
Local System

\ Extended / Standard /

Figure 6

Communications

CAUTION! Ensure the BioStar 2 Service has STOPPED before running EXgarde
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4. Suprema W2 service

To enable communications between EXgarde and the Suprema W2 readers, the Suprema
W2 Service installed must be running.

The Suprema W2 Service Manager can be used to install the service and set the start-up
method. This can be found in C:\Program Files (x86)\TDSi\Exgarde\Suprema W2\

SupremaW2IntegrationServiceManager.exe

(E= B =
@Qv\ <« Local Disk (G » Program Files 6Bf) » TOS » Exgarde » Suprema®? » [ #1|[ Serch suprema w2 |
Organize »  Includeinlibrary »  Sharewith = New folder =~ A @
N Name Date modified Type Size -
fr 12/04¢2017 08:56 File folder
> [ Libraties 57 Suprema¥VZIntegration.exe 12/04/2017 03:48 Application 20KB
5% Suprema\¥2Integration.vshost.exe 12/04/2017 08:46 Application 23KB
> (% Computer =7 Supremai¥2integrationConfiguration.exs  12/04/2017 09:48 Application 12 KB |
7 SupremaWZIntegrationServiceManagerexe  1/04/2017 09:46  Application 11K8 b
> € Network ] BS_SDK v2.dll 07/04/2017 09:50 fpplication extens. 4634 KB
1% EntityFramework.dil 09/10/2015 12:40 Application extens. 5,075 KB
%] EntityFramework.SqlServer.dll 0971072015 12:40 Zpplication extens 607 KB
%] EXgarde.Common.dil 11/04/2017 16:19 Zpplication extens 41KB L4
%] Exgarde.Functions.dil 10/04/2017 14:07 Zpplication extens TKE
4] EXgarde Localization.dll 11/04/2017 16:19 Application extens 143 KB
4] EXgarde. TCM.dII 11/04/2017 16:19 Application extens 15 KB
|%| EXgardeDatabaselnterface.dil 11/04/2017 16:19 Application extens. 39kB
4] ExgardeDataDemain.dl 10420071619 Application extens.. 166 KB
4] ExgardeDataLayer.dl 10420071619 Application extens.. 132¢8
4] ExgardeEventProcessardil 10420171619 Application extens.. 16 K8
4] Exgarde TemInterface.dll W27 161 Application extens... 50 KE
4] ExgardeToSupremaLlils el W27 161 Application extens... 15KE
2] Microsoft\eb.Infrastructure.dll 08/07/201315:15  Application extens... 45KE
%] HLog.dil /0120161423 Application extens... 11K8
%] SupremasdkModels.dil /04200716119 Application extens... 42K8
%] SupremattzCommands.dil /04200716119 Application extens... 41KB
%] SupremazCormon.dil 10420171619 Application extens... 25K8
5 Curmenen WO T Al VUREAMTARAD  emlintinn e eve
l 58 items

Figure 7

The Suprema Service Manager can be used to control/configure the Suprema Service; the
start/stop buttons can be used to start or stop the service. When you first run EXgarde, the
Suprema Service will be setf to run in manual mode by default. This can be changed to runin
Automatic mode by right clicking on the shortcut you have just created and selecting Run as
administrator, click yes on the next screen to accept running as Administrator.

The Suprema Service Manager will open and 'Start-up type' will default to Manual. To enable
Automatic start-up of the service, click Stop then Uninstall, then select Automatic from the
dropdown list and click Install, next click on Start. From now on every time the PC running
EXgarde is started the Suprema Service will start.

ol Exgarde Suprema W2 Service Manager @

Startup type

Automatic -
Inztall ] [ Uninstall
Start ] [ Stop ]

Figure 8
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4.1 Suprema W2 Service Configuration
If a client installation of EXgarde is being used or if EXgarde is connecting to a custom
database, the connections will need to be set up for the service to function correctly.

This can be found in C:\Program Files (x86)\TDSi\Exgarde\Suprema W2\
SupremaW2IntegrationConfiguration.exe

@ NOTE: The configuration tool will need to be run as administrator

To access the service configuration tool, complete the login details

a2’ Login [E=B (SRS
Tenant Landlord
Operatar Adrin
FPazzword

Figure 9
- EXgarde Suprema W2 Service Configuration EI@

Database Server MEXGARDE|

Database Name EXGARDE

Database User Exgardeser

Datat User P

DESfire Key T—

DESfire App Id 1 £

DESfire File Id 1 £

[ Update | [ Enable S5L

Figure 10

Database server — This needs to be the address of the server.
Database Name - This needs to be the name of the server .
Database User — This need to be the user login.

Database User Password — This needs to be the database password.
DESfire Key — Encrypton key used to access the DESfire cards
DESfire App ID — Location of data stored on DESfire card

DESfire File ID — Location of file store within the application

Once the information entered is correct click on Update
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4.2 SSL (Secure Socket Layer) control

The SSL control feature will allow the data communicated between the
service and the readers using a 4096 bit encrypted RSA key. This can also be
configured to use custom certificates.

4.2.1 Enable SSL

To enable SSL between readers and the service, login in to the service
configuration tool and click on the Enable SSL button at the bottom of
the page.

- EXgarde Suprema W2 Service Configuration EI@
Database Server MEXGARDE|
Database Name EXGARDE
Database User Exgardeser
Datat User P
DESfire Key —
DESfire App Id 1 =
DESfire File Id 1 =
[ Update | [ Enable S5L
Figure 11

A message box will appear informing that the service will need to be
restarted.

Success @

551 enabled. You will now need to restart the service

Figure 12

Click on the OK button and restart the service to complete the
process.

UMO0102_3
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4.2.2 Disable SSL

To disable the SSL feature, log in to the configuration tool and click on
the Disable SSL button.

- EXgarde Suprema W2 Service Configuration EI@
Database Server
Database Name EXGARDE
Database User Exgardeser
Datat User P
DESfire Key
DESfire App Id 1 =
DESfire File Id 1 =

[ Update | [ Disable sSL
Figure 13

A message will appear informing of disabled readers and the requirement to
restart the service.

Success @

55L disabled in 3 readers. Vou will now need to restart the service

Figure 14
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4.3 DESFire Card Configuration

The current encryption method use by Suprema is the Triple DES format, therefore the
Suprema Service Configuration tool can also be used to allow the readers to operate

with the Triple DES card technology.

For the Triple DES cards to function with the Suprema readers, the Master key,
Application ID and the File ID must be available.

To set the application and file id’s, log in to the configuration tool.

2 Login =8 R )
Tenant Landlord
Operator Adrin
Pazzward
Figure 15

The DESFire Key application and file ID’s will now be available fo amend.

DESfire Key
DESfire App Id 1 2
DESfire File Id [ 2
[ Update | [ Enable S5L
Figure 16

Perform the necessary changes and click on the Update button.

@ NOTE: The service will need to be restarted and an ACU reset will need to be
performed
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5.Setting up Suprema in EXgarde

5.1 Suprema W2 Readers connected to controllers

Log into the EXgarde using the default password tdsi. This can be changed at a later
date if required.

Once logged in, you will be presented with the EXgarde Home Page. From here you will
be able to add the Suprema readers to the system.

& Dlgurde - Home Page S =
Ele Ediv Artoms Miew Too: Window Help
COn B B B 0
¥ 0 KX e o
P‘ D‘\ D‘\ V‘i )’“ P“ m
u u u u u mM
ACU Wizsrd Wi Kepholder'Wizmd  Group Schedule ecess Rights
& Operator logged in : Adin - Tenant: Landlord TCM - Idde...

Figure 17

To begin adding the first reader, click on the ACU Wizard icon. This will guide to
through the necessary steps for you to get the first reader online.

& EXgarde - Home Page
Eile Edit Actions View Tools Windows Help

QO B

Expert Mode Events

Figure 18
Follow the step through the process and when prompted to select the type of reader,
select Suprema from the list.
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File Edit Actions Miew Tools

Windows  Help

COH

wxgarde

Select the type of reader to be used on your system

I I agnetic LI
Panasonic Iris E
TDSi MIFARE

TDSiWiegand
Universal Decode E

Figure 19

To add further door controllers as required, click the Start Again button. When all the

readers have been added, click on the finished button.

-
7
g
2

ns Yew Tools Windaw: Help

©
oy

[

AU Suptsma b besa succassiuly creatsd

Vexgarde |

®

Clicking Finish will save the addition of the new ACU

1 you wish to run through the Wizard again to 3d another ACU, the Start Again button wil take you back 1o the beginning

W pwnorloggudinfamin- Tenatibandlod WM,

Figure 20

You will now need to set up the readers in the system. Click on the Expert Mode icon
on the home page.

umMo0102_3
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e - Home Page
Ele Edt Acbons View look Windoes Help

EI‘
|
©

Q06 [ B BE
() @ & =
¥ ¥ ¥ ¥ { ¥

BCU Weard Area Sehedule Ares Wizard Keyhalder Wizsrd Group Schedule iceess Rights
Wizsrd Wzsrd Waard

cexgarde

Okt Tewcdod | mwewe.
Figure 21

From the Shortcut bar on the left-hand side, click on the Equipment button.

IActive Tenant: Landlord ;I =:let
&Keyholders
1
‘ —@Equipment =1
= E:
& Reports ﬁl
1
Fwoa L
.l
L]
Figure 22

To create a portal for the Suprema BioEntry W2 or BioStation readers, click on the
Summary button and the select Portals.

B, Outline | [ Surnmary

g Computers 9@
@ ACUs D Doors

mReaders *.CCT"\-f Contrallers
o iews points ﬂ Biormetric Read...

anputs Relays

-
..I Counters ;3 MetCarms

JInconsistenc Sy Intruder Panels
! ! -

Figure 23
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In the middle of the screen, click on the New button. Enfer the name of your portal in

the Name field

i Exgarde - Portals
File Edit Actions  Wiew Tools Windows Help

QO

| Actions ( # New ’SWE

gSend configuration and keys to ACU e
Figure 24

Select the Type of Portal to be Biomeftric

. Type of Portal
Type Computer
| TDSIwWKS0S |
Figure 25

Select the Biometric Reader Model to be Suprema W2.

- Portal Configuration

Biometrc: Reader Model

¥ IP Communications

Figure 26

Check the IP communications Box and the click on Save.

Next in the Summary List on the left-hand side of the screen, select the Biometric

Readers from the list.

B, Outline | =) Surnmary

;'. Computers {/( Portals

_i]ACLIs D Doors

L..L Readers e CCTV Controllers
Wieur poits Biormetric Read..,

Olnputs Relays

- Courters .—-‘i' MetCarms

L ¥

S ilnconsistency 'ﬂlntruder Panels

== L

Figure 27

Click on the New button to create a new Biometric reader.

i E¥qgarde - Biometric Readers

Eile Edit Actions Miew Tools  Windows Help
u
o O | 0
Actions ‘ e Mewr JaE
E I_ns_tan'F Eepor‘F ame
Figure 28

In the Reader properties window, complete the following fields
Page 16
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% M arne
LIl e Bin Feader 1

- Infarmatiot
Long Mame Comment

- Biometnz Type

Biomeatric Reader Type Biometric: Feader Model
I Suprema W ;I I BioEntm W2 ;I
Uit nurmber

e

[T Do nat distribute termplates b reader

- Communication

Partal

| TDSIWESDS - Suprema w2 |
Connected to ACU: Reader

INDne ;I I LI
IP &ddress |F Part

jo.o.o.0 {51211

Type the name for the reader into the Name field.

Select the Biometric Type as Suprema W2 and the model as BioEntry W2.
Enter the Unit Serial Number as specified in the Suprema BioStar2 software.
Select the Controller and reader to which the reader is physically
connected to

Finally, enter the IP address for the Suprema reader and the port to 51211
Once done, click Save.

To add more readers to the system, repeat this process unfil finished.

Finally, Start the EXgarde Communications application to establish connect to the
door controllers and readers.

umMo0102_3
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6. Biometric Enroliment Reader

To specify a reader for enrolment, Click on Tools and select Options

ﬁ E¥qgarde - Tenants
File Edit Actions  Wiew | Tools | Windows  Help

o o .\I Cptions
a I Event Procedures
I r

Figure 29

From the options, select Biometric Enrolment.

Options

¢ Ahout ExXgarde
xEvent Log Control
¢ Campatibility
ﬁ.ﬂ.rea Bookings

£ Occupaney

% Keypad-only Digits
xUniversal Decode
:gEnroIment Readers

« 4 Biometric Enrolment

% Reader Types

% Update Statistics

£ Video Verfication Opti...
xDuaI Lagin

:gWizard Defaults
xlnfo field options

Figure 30

Next, scroll the top bar until the Suprema BioEntry Finger option appears.

e Eave 3 Delkte

F
System Dption

*: Finger Panasaonic ET Iris | Suprema BioEntry Finger

Suprema YYersion I‘I vl

Erralment Uit 10
ID [~ Uze Finger Pod

COM Port

ID " Use Serial
IP &ddress Fort

[0 0. 0.0  [room & Use P

Admin 1D Admin Pagsword

[ Ta Use with BiaEntry Lite)

f1 1234
Drefault key Box Default Ky Technology
IGeneraI ze j IMicrocard j

Figure 31
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Enter the following details into the fields

4 Suprema Version - Set to 2

Enrolment Unit ID — Reader Serial number

|
M |P address — Reader IP Address
A

Port —set to 51211

Wi, Msave 3 Delete

i
Syztem Option

15 Finger Panasonic ET Ins | Suprema BioEntry Finger

Suprema Version
nralmant Uit 1D
544158774

[~ Usze Finger Pod

COM Port
a i Use Serial
IP Address Port

i UselP

0.0 .10. 5 [521

’ﬁdmi” D i o Fassword | 14 11se with BioEntry Lite]
Default Key Box efault Key Technology
I General Usze 37-bit Wiegand

Figure 32
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7. Adding a Keyholder to

To set up and keyholder on the EXgarde system, click on the Keyholders button on the

Shortcut Bar.

A

tive Tenant: Landlord

‘ &Keyholders
-
- Equipment

%3 Reports

£ RS

EXgarde

Figure 33

Click on the Keyholders tab and select the All keyholders from the list

| Ao Keyholders D Keys

»

A Access Groups  Tx Badge Designs
Marne | Tenant I
All ey Holders Landlard
Figure 34

Click on the New button to create a new Keyholder. This will allow full access to the Biometric

integration features of the software.

M Enter the user's name into the Name field.

4 Enter Key to issue number in the Keyholder Keys section.

4 Change the Type to 37-bit Wiegand and type in a key number. This is the number
used to identify that keyholder in both the fingerprint template and also door

confroller.

Click on the Save button when done.

&

Marme

|New Feyholder 1

- Keyholder Information

Long Marme

Comment

- Keyhalder Keys

Key to izsue

12345673

Figure 35
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8. Adding a Keyholder Biometric Template

With the Keyholder entered into the system, click on the Biometrics tab at the top of the
screen.

# Mew v [Sawve M Delete = 7 Properties | a®Search 2 Issue K 2 Biometrics 7 Ph
) Show events [l Keyholder access ¢ Export Keyholders B Tagged events [T Calum

Figure 36

With the Biometric window now open, click on the Type of biometrics and select Suprema
Finger and from the Associate Key drop down, select the keyholders 37-bit Wiegand key

1 AP lssueKey | 3 Biometrics | 7 Photograph 3 Print badg

B Tagged events P Keys | [[[ Columns Check All [1U
Type of biometric Azzociate Fey
Suprema Finger - 12245678
| |
S ¥ L
o (i » L o

Figure 37

Next, click on the radial button of the finger to be enrolled and the click Capture.

o -
[ﬁl"“

= &
R o
i i

{ Capture [} | | Erase

e

Figure 38

The window below will pop up prompting you to present the finger twice on the reader to
enrol

P =)

Biormetric Enrolment @

Fleaze present Biometnc bwice to Reader for enralment

Figure 39
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If the template has been captured successfully, the below message box will appear.

P )

Biometric Enrolment @

Biometric successfully captured

QK

Figure 40

If however, the template was not successfully captured, the below message will appear and
you will have to recapture the template.

P )

Biametric Enrolment @

Biornetric captured failed

oK

Figure 41

With the template now captured, click on the Store button fo save the template fo the
database. This will also send the template to all applicable readers.
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Figure 42

To test the system, present your finger to the reader. If the system is operating correctly the
reader will indicate that the print has been accepted.
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9. Reloading templates to readers

To reload templates to readers firstly select the reader from either the Outline View figure 43

or the main window figure 43
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Figure 44

Next click on Reload Templates from the Actions windows.
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Figure 45

The action will display Action Processed while the templates are being loaded
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Figure 46

The action will also be displayed in the event window.
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Figure 47
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10. Troubleshooting

Connection Issues

# Check RJ45is connected, and unit is powered.

# Check unit can be pinged.

# Check correct IP address has enter and matches unit settings.
# Check Suprema service has correct firewall rights

Distribution Error

M Check serial number entered matches unit.
# Check unitis displayed online in EXgarde.

Reader Shown Offline

# Check IP address and port are correct.

4 Check the EXgarde Suprema service is running.

4 Check conflicting services are not running I.E. BIOstar service
# Check connection I.E., can you ping unit2
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