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1 Introduction

TDSi's MIFARE Programming tool provides the facility to control and manage you own
MIFARE keys and cards for use with TDSi's MIFARE Sector readers.

This tool allows you to specify which sectors and security keys are used and to control the
programming of the cards used throughout the estate. Access to the software is by login which
ensures that only those authorised to change the security settings may do so.

Key features of the MIFARE Programmer include.

User Management
Card Configuration
Reader Configuration
Card Information
Read Card

Write Card

Card Used Database

L3500,
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2 Licensing
2.1 Activation

To activate the software, you must click the Register button on the license screen

MifareProgrammer

Register [ | Try | ‘ Cancel

Organization

Serial Number

Register ‘ Try
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Licensing

Enter your user name, organisation and the serial number from the CD. The serial number will be
of the form PRO-XXXXX-XXXXX-XXXX for the professional version of the software. Once
complete click the Register button.

aluate the

An Other|

Organization

Serial Number #

PRO-VN129-SKIVA-UTDO-N4ND

’ Register ‘ Try

To activate the software, select the Activate manually by entering a code button

The Serial Number and Machine Code must be emailed (or via phone) to TDSi
(support@tdsi.co.uk) and an unlock code will be sent back to you. This unlock code can then be
entered in the field marked Activation Code. Once this has been entered click the Activate button.
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Licensing
2.2 Deactivation

If you are un-installing of moving the software to another machine, you will need to deactivate the

license.
To deactivate your license, select the Help menu and select Deactivate.

s/ TDSi Mifare Prograrmmer

Database  Users  Settings  Reader | Help

Write Card Contents
Card Number l Deactivate I
[ Reset ] [ Wite ] About

L5N

Then select the Deactivate button. You will be prompted to confirm the deactivation.

- =)

: Deactivate Software?

(9} Your license has been deactivated, The software will now exit,

t oK j [ Cancel

The software will be deactivated and you will be given a deactivation code. Please
keep this safe as this may be required as confirmation.
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3 Logging In

Before the software can be used you must login. The software comes pre-loaded with a default
Admin login:

2 Admin - which is the main account used to create all of the other accounts
(User name: Admin, Password: adminuser)

When run the software will display the login screen as shown below.

i

Mifare hrogrammer.Log’in

MIFARE
Card Programmer

TOSI

>

User name

Password

[ 0K ] f LCancel ]

=

Enter your User name and Password and then click the OK button

01.27.01.16

MIFARE Programmer

Page 5



ACCESS EVERYWHERE

4 Configuration

4.1

4.2

4.3

uUsers

Use of the software is controlled by authorised users who are required to login to the system.
There are two types of users which may be configured:

2 Standard User - who has access to the main menu controls
2 Administrator who also has access to configure users, security settings and reader
configured (professional version).

First Name: Last Name User Name Password Is Admin
Admin Userl Admin

UserD

adminuser

Add Users

To add a new user into the system, select the next available row and enter the new
user id.

As soon as new User ID is entered, a new row will appear below. If you don't want the user to
have administration rights, un-check the Admin User check box. When you have finished entering
the data click on the Close button to save the data.

Deleting User

To delete a user from the system, click the row to highlight the user in the list and press the
delete key.

Click Close to save the changes

Page 6

MIFARE programmer 01.27.01.16



Configuration

4.4 Edit User

To edit a user in the list, click on the required field and make the necessary changes.

Click Close to save the changes

4.5 Configuring Card Settings

The card settings menu is only available to administrators. If this menu is disabled, then you do
not have administrator rights to amend the settings.
From this form you can amend the security settings and define how you want to program cards.

Cordgualon Clastie PLUS 5L Conliguration
CadTwe  Clamic - Sector 8
Cand Number Corliguestion Koy A AA2A3ATAE
Seiect Configanion  UmEmwdn = fmB 818BB&ES
Stot Numbae |

2
ATAZAIALAAEATARA AL ISR AN

81828 BLREB e 1820 04R848

CadMumbetFomat  ASCII v
124 J 1
EXpads Satings
AN HAASAEATABA VA AATARA AN
EXgadeNams  Nare v
EIE N LB RER TREM B oA B 4ENEER 26N
CioniEey. Avite v Y CICATICECTLEC [2CICACCRCIC)
7] Wite 05N 0 Exgude ' DO S0A0S0E) RS0 020 KD SDED 706
Seectidfofidd Wil . sM1# E1E2E 3 4ESECE7ECE1EAC I AESERE 2D

[ O |

45.1 Card Type

Select the required card variant from the drop down menu.

Configuration
Card Type: W
Card Number Configuration g::zgﬁ

Select Configuration Pluss13

Dasfire

Start Number ‘ 1 }

Classic - 1k or 4k - Cryptol - 2 x 48 bit keys
Plus SI1 - 1k, 2k or 4k - Cryptol - 2 x 48 bit keys
Plus SI3 - 1k, 2k or 4k - AES - 2 x 128 hit keys
Desfire - 2k, 4k or 8k AES - 4 x 128 bit keys

ANy
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4.5.2

45.3

454

Card Number Configuration

Card Number Configuration

Select Configuration  Manual v

Start Number |1

Select Configuration

Card Number Configuration

Select Configuration I:l

UseDb
Start Number | |JseCsn

Manual

This will set the method the Mifare programmer will use to number the new card.

UseDB - This will generate a card number and store it on a local database. This will
also enable the Start number field allowing you to define a number.

UseCSN - This will use the CSN number read from the installed card reader.
Manual - This will enable you to enter your won card number.

UseExgarde - This will take the card numbers from the EXgarde database.

Card Number Format

Card Number Format B

ASCI
BCD

This will only enable if you choose either the Classic, Plus SI1 or Plus SI3

EXgarde Settings

These settings will only be available if the UseExgarde option is selected from the
Card Number Configuration menu.

EXgarde Settings
(V] Wiite CSN to EXgarde

Select Info Field Info3 v
EXgarde Name MName v
EXgarde Key Available v

N

Write CSN to EXgarde - This will enable the Select info Field box, allowing the CSN to be
entered into a defined info field in the EXgarde database.

EXgarde Name - This will allow you to choose between using the Name or Long Name
from the EXgarde database.

EXgarde Key - This can be set to either Available or In Use. If you choose In Use

you can select a key associated with a defined Name.

VAN

Page 8
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4.5.5 Classic _Plus SL1 Configuration

Classic _PLUS SL1 Configuration

Sector B

Keyd  A14243848546

KeyE B1B2B3B4BSEE

>

>»
>»

Sector - For the Classic and Plus SI1 this can be set to 16 or 32 depending on card memory
and user preference.

Key A - This is the Read key 6byte 2 digit hexadecimal code

Key B - This is the Write key 6byte 2 digit hexadecimal code

4.5.6 Plus SI3 Configuration

PLUS SL3 Configuration

Sector B

Keyd  A1424354558B47584142535445804748

Key B B1B2B364B5665 76561626 364B5666768

X ]
X ]
X ]

Sector - The Plus SI3 can be set to 16 or 32 depending on card memory and user
preference,

TDSi default is set to 6.

Key A - This is the Read key 16byte 2 digit hexadecimal code

Key B - This is the Write key 16byte 2 digit hexadecimal code

4.5.7 DESfire

DESfire Configuration
AD 1234 FID 1

Card Master Key A1A28354458BA74881A28354458BA748

Application Master Key  B1B2B3B4B5B6B7E8B1B2B3B4B5B6B7E8

Read Key C1C2C3C4C5C6C7C8C1 C2C3C4C5CECTCE

‘Write Key D1D2D2D4D5DED 702D 102D 3D4D5DED 7D S

Read/write Key E1E2E3E4ESEBE7ESE1E2ESE4ESERBETER

VoY

v ey

AID - Application ID this can be set from 0000 to FFFF for a maximum of 28 applications
FID - File ID can be set from 0 to 31

Card Master Key - This will be a 16byte 2-digit hexadecimal code required to access the
card.

Application Master Key - This will be a 16 byte 2-digit hexadecimal code required to access
the card applications

Read Key - This key is set to be able to read the card application information.

Write Key - This key is set to be able to write information to the card

Read/Write Key - This key is set to be able to read and write information to the card
application.

Note: The keys are not displayed at any time, it is therefore important that you make a note of the
keys that you have defined and keep these in a secure place.

01.27.01.16
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4.6 Program Reader

4.7

The reader menu is only available in the Professional version of the product. This enables you to
re-configure the following TDSi MIFARE Sector Readers

2»  Part Number 5002-0441 Mullion Reader
2 Part Number 5002-0433 Square Reader
2 Part Number 5002-0434 Square Reader with keypad

These readers may have their sector information re-programmed using the configuration cards
which can be created using the programming software.

Create Configuration Card

To create the configuration card, place a blank MIFARE card on the writer and click the
Configuration button. This will create the configuration card using the settings defined under the
settings menu.

o ™

l a2 ReaderCards IEJ@”&]

Configuration
‘ Reset Card ’ l Card ]

[rrr—

Reset Card

You will be able to reset the configuration card by placing the card on to the desktop reader and
selecting the Reset card button.

Re-configure Reader

Mullion Readers

The reader may only be re-configured during the first 10 seconds following power up. There is a
two-step process for re-configuring the readers:

Step 1

Power down the reader. Re-apply power and within the first 10 seconds present the engineering
card. The reader will read the card and erase its current configuration. This will be indicated by
the red and green LED’s alternating on the reader.

Step 2

Within 10 seconds of this step present the configuration card. The reader will read the card and
the reader will reset. This will be indicated by 4 shorts bleeps and 4 flashes on the green led.
The reader will now be configured to read cards created using the programmer and the sectors
and keys that you have defined.

Square Readers

Disconnect power from the reader

Set both DIP switches to the ON position

Power on the reader and present the configuration card
Power off the reader

Return DIP switches to original position

TLLL
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4.8 Card Number Database

All cards programmed have their card number written to a database for reference. Card numbers
that have been written may be checked by selecting the Database menu from the main form. This
will display a list of all the card numbers.

o) Show Database | || -]

Delete All Numbers J

01.27.01.16 MIFARE Programmer Page 11
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5 Card Management
5.1 Write Card

Wiite Card
Card Number

Reset ] L Write J

The method to program a card is dependent upon the number to write.

Use Database

When you have chosen to use the database to define your card numbers, you just place
the card to be written on the writer and click the Write Card button. This will write

the number displayed in the card number field and this will automatically increment
once the number has successfully been written to the sector.

Manual Card Number

When you are using a manual card number you should enter your number in the card
number text box. Then place the card to be written on the writer and click the Write
Card button. Note: you must ensure that you use unique numbers if you do not want
duplicate numbers.

Use CSN

Using the card CSN is similar to the database in as much as duplicates cannot occur,
however, in this instance the CSN is read from the card and then programmed into the
specified sector. To program a card using CSN place the card to be written on the
writer and click the Write Card button.

Use EXgarde

Using the EXgarde mode allows you to select a keyholder and then an issued key to
program the card. When in this mode select the keyholder and then a key from the
drop down boxes and click Write to program the card.

Page 12 MIFARE programmer 01.27.01.16



Card Management

5.2 Card Information

Read card type allows you to identify the type of MIFARE card that you have. To identify the card
type, present the card to the reader and click the Read CSN button.
The following will be displayed about the card:

2 Card Tag (tag number in Hex)

2 Length (length of UID)

2 Card Serial Number in decimal format
2 Card Type

Card Infarmation

Card Tag D04 7371EC220710 80 Length 7
CSM 29363551

RFID -150 14443 Type & - <P Mifare card with 4k EEPRC

Card Type

When a 7 byte UID card is read then the serial number can be decoded using either
the TDSi format or the NXP format.

Decode Type

Decode Type

5.3 Read Card

Read card type allows you to identify the type of MIFARE card that you have. To identify the card
type, present the card to the reader and click the Read CSN button.
The following will be displayed about the card:

Read Card

Card Number

Card Tag (tag number in Hex)

Length (length of UID)

Card Serial Number in decimal format
Card Type

VAN

When a 7 byte UID card is read then the serial number can be decoded using either the TDSi
format or the NXP format.

5.4 Read Card Number

You can check what card number has been programmed into the card by placing the card
on the writer and then clicking the Read Card button. This will read the card number
from the sector that is defined in the settings menu.

01.27.01.16 MIFARE Programmer Page 13
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Feature Trail Standard
User Management v
Card Configuration
Reader Configuration
Card Information
Read Card

Write Card

Card Used Database

X <|<|<[X]| <
| <|[<|«[«]|<]|%
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