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Scope

Copyright © 2022 TDSi. All rights reserved.

Time and Data Systems International Ltd operate a policy of continuous
improvement and reserves the right to change specifications, colours or prices of
any of its products without prior noftice.

Guarantee

For terms of guarantee, please contact your supplier.

Trademarks

Copyright © 2022 Time and Data Systems International Ltd (TDSi). This document or
any software supplied with it may not be used for any purpose other than that for
which it is supplied, nor shall any part of it be reproduced without the prior written
consent of TDSI.

Microsoft and Windows are registered trademarks of Microsoft Corporation.

All other brands and product names are tfrademarks or registered tfrademarks of their
respective owners.

Cautions and Notes

The following symbols are used in this guide:

& CAUTION! This indicates an important operating instruction that should be
followed to avoid any potential damage to hardware or property, loss of
data, or personal injury.

6 NOTE. This indicates important information to help you make the best use
of this product.
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1.Introduction

This manual will show you the installation steps required, depending on the Windows
version you're working on.

This guide contains walkthroughs relating to Windows 11, Server 2019, 2022 and 2025.

Before installing GARDIS on your system there are certain prerequisites that need to
be enabled first.

NOTE: We no longer support Windows 10.
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2.GARDIS Requirements

O The computer name must be 15 characters or less.

2.1 Minimum System Requirements

Intel i7, 8GB RAM, 40GB" free hard drive space, Windows 11 Professional

2.2 Recommended System Requirements

Intel i7 or above, 16GB RAM, 80GB* free hard drive space.

2.3 Supported Operating Systems
GARDIS CANNOT BE INSTALLED ON A DOMAIN CONTROLLER

e Windows Server 2025 Standard + Datacentre
e Windows Server 2022 Standard + Datacentre
e Windows Server 2019 Standard + Datacentre
e Windows Server 2016 Standard + Datacentre
e Windows 11 Pro

2.4 Supported Database Engines

e SQL 2025 Express + Standard
e SQL 2022 Express + Standard
e SQL 2019 Express + Standard
e SQL 2017 Express + Standard + Enterprise
e SQL 2016 Express + Standard + Enterprise

GARDIS software will be installed with Microsoft SQL 2022 Express.

2.5 Supported Browsers

e Google Chrome
e Moirzilla Firefox
e Edge
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PLEASE NOTE:

e Domain controllers or child domains are not supported by TDSi.
e All environments are xé4 unless stated otherwise.
e (*) Size of hard disk depends on how many backups and events are to be

stored by the system.
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3.Installer

3.1 Launching the Installer

Run the ‘Setup.exe’ file.

Language Selection - Select the required language. This will also affect the
database language.

GARDIS - InstallShield Wizard X

. Select the language for the installation from the choices below.

English (United Kingdom) v

Cancel

An InstallShield pop-up window may appear, prompting you to install any
prerequisites required.

Click ‘Install’.

GARDIS - InstallShield Wizard

4 GARDIS requires the following items to be installed on your computer. Click Install to
L =¥ begin installing these requirements.

Status Requirement

Pending Microsoft Visual C++ 2008 SP1 Redistributable Package (x64)
Pending Microsoft .NET Core 8.0.6

Pending Microsoft SQL 2022 for Gardis

Pending AspNetCore 8.0.6

Pending Microsoft SQL Server 2012 Native Client 11.4.7001.0 (x64)

Cancel

10
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Wait while the required software is installed.

If prompted, click ‘Yes' to restart your computer.

| GARDIS - InstallShield Wizard

The installation of GARDIS requires a reboot. Click Yes to
restart now or No if you plan to restart later.

Resume the setup by clicking setup.exe once your computer has restarted and
you've logged back in. This will start at language selection as before. Click ‘OK’.

Click ‘Install’ to continue any further prerequisites required.

GARD:IS - InstallShield Wizard

4 GARDIS requires the following items to be installed on your computer. Click Install to
L ¥ begin installing these requirements.

Status Requirement

Pending AspNetCore 8.0.6
Pending Microsoft SQL Server 2012 Native Client 11.4.7001.0 (x64)

Install Cancel

Once prerequisite installation is complete, the installer will prepare to install GARDIS.

11
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GARD:IS - InstallShield Wizard

Preparing to Install...

S

GARDIS Setup is preparing the InstallShield Wizard, which will
guide you through the program setup process. Please wait.

Extracting: GARDIS.msi

Cancel

The installer window will now appear. Click ‘Next’.

GARDIS - InstallShield Wizard X |

Welcome to the InstallShield Wizard for GARDIS

inue, dick Next.

Cancel

Read the User License Agreement then click ‘I accept’.

12
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To continue, click ‘Next’.

GARDIS - InstallShield Wizard X |

License Agreement

read the following licens nent carefully.

THE SCHEDULE - GARDIS LICENCE

1. The Buyer agrees and acknowledges that TDSi or the licensors of the Software
have and shall retain all right, title and interest induding copyright and any other intellectual
property rights in an to the Software and the Buyer shall obtain only such rights as are
spedifically provided or referred to in the Conditions, the Special Conditions, or in any
specific software licence agreement.

2. If TDSi informs the Buyer that the terms of any specific software licence
agreement applies to the Software then, as a condition of the Contract the Buyer shall first
be required to enter into such agreement.

3. In the absence of an agreement to the contrary, supply of the Software to the
Buyer as an end user shall be deemed to confer upon the Buyer a non-exdusive non-
transferable paid up licence or sub-licence from TDSi or the licensor of the Software (as
appropriate) to use the Software and Documentation only on or in conjunction with the
System upon and subject to these Conditions and in particular the following Conditions 11.4
to 11.10.

4, TDSi shall supply the Buyer with a single copy of the Software in machine readable
form and the Buyer shall not make or cause to be made any copy, reproduction, translation,
adaptation, variation, version or modification of the Software (other than copies for back-
up use and archival purposes) without prior written consent of TDSi.

5. The Buyer shall keep the Software and the rest of the Documentation and all and

Click the required setup type. It's recommended that you select ‘Complete’, but to
customise your install, click ‘Custom’.

13
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GARDIS - InstallShield Wizard

Setup Type

Select the setup type to install.

will be in:

1 program feature:

u want installed. nmended for advar

To continue, click ‘Next’.

Click ‘Install’.

GARD:S - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

14



TOS

INNOVATE INTEGRATE INSPIRE

Installation shall commence with evaluation and computing space requirements.

GARDIS - InstallShield Wizard X |

Setup Status

Vizard is installing GARDIS

3.2 Initial Configuration

You will now see the ‘Setup’ window appear.

Select the IP address of the PC to allow access to the system from browsers on other
machines.

If you wish to use/access GARDIS on your PC only select ‘This PC only’.

15
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A Setup X

Connection Details

O ThisPConly @ Network | 192.168.5.114 v

Use Default Ports

Connect to GARDIS using the following URL
http://192.168.5.114:80

Initial Login

Initial Software Username ’

|
Initial User Password ’ ‘ @
‘ ®

Confirm Password \

Initial User Email Address | |

Please make a note of this password as if you forget it you will need to
create a new database.

Radio buttons:

e ‘Network’ for connecting from other machines to the GARDIS PC >> drop
down box to choose IP address from those listed on the PC, it may have two
or more network cards, you will need to select which one will be listened to.

e 'This PC only’ will display the URL that will only work on the PC itself.

These radio buttons do NOT change the operation of the GARDIS service, it's only to
indicate to the installer what the desired URL will be following installation.

16
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Use Default Ports — Leave this ticked if you do not have restrictions on the following
ports:

e 80: Used for main website.

e 8715: Used for login and security.

e 8716: Used by API to retrieve data from server.

e 8730+: Ports used internally to the server for sending messages between
services.

NOTE: If you're accessing GARDIS from a remote PC, you may need to allow these
default port numbers in Windows firewall settings as a rule.

See Section 4 for information on how to set up firewall rules.

Initial Login — Enter username and password that will be first used to log into the
software.

A Setup X

Connection Details

O ThisPConly @ Network l 192.168.5.114 v

[] Use Default Ports

Security Token Service Port (8715 |

GARDIS API Port (8716 |

GARDIS Website Port (80 |
Message Queue Port @ - 18790

Connect to GARDIS using the following URL
http://192.168.5.114:80

Initial Login
Initial Software Username | Installer
Initial User Password |®®®®eeeee @

Confirm Password | ®®eeeeese @

Initial User Email Address | Installer@company.com| Test$2024

' Please make a note of this password as if you forget it you will need to
create a new database.

Once complete, click ‘Confirm’.

17
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Installation then continues.

GARD:S - InstallShield Wizard X |

Setup Status

The InstallShield Wizard is installing G

ring COM+ Applicz

Cancel

NOTE: If you do not have one of the internet browsers listed in Section 2.5, you will
see this message:

" Gardis - InstallShield Wizard =

A You currently don't have a compatible Web Browser installed, Please
install a compatible Web Browser,

b

18
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Once the setup completes, click ‘Finish’

GARDIS - InstallShield Wizard |

InstallShield Wizard Complete

3.3 Launching the Web Interface

Navigate to the address you previously set in the configuration application. You do
not need to include a port number if left at the default of port 80.

E.9. 192.168.5.114

19
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g' 0 A GARDSS - Welcome x  + - 0o X

C A Notsecure | 192.168.5.114 Ay m B - O

\Welcome to

GARDIS

presentedby  TLIS)"

Login to GARDIS

Help Api Status

Click ‘Log In’ on the landing screen, then you will now be able to log into GARDIS
using your username and password entered during the setup screen.

NOTE: The username and password are case sensitive.

GARDIS

Login

Username

‘ psername ’

Password

‘ Password J

Reset Your Password Help

20
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4.Firewall Access for Server PC

4.1 Accessing Inbound and Outbound Port Rules

To access GARDIS on a browser from a remote PC you need to allow the GARDIS
ports through the firewall on the Server PC.

In the start menu, search for ‘Windows Firewall’ and click on “"Windows Defender
Firewall with Advanced Security” for Windows 11 or Server 2025.

Q firewall

& o Apps Documents Settings Folders Photos »

Best match

Windows Defender Firewall with "

I ‘ Advanced Security
System
Windows Defender Firewall with Advanced
Settings Security
System

h Windows Defender Firewall >
9 Firewall & network protection >
w P @ Open
'- Check firewall status > [® Run as administrator

R different
‘ Allow an app through Windows CETR U dinereg et

Firewall

W)

Open file location

%

& Windows Security > Pin to Start

9 Pin to taskbar

For Windows 10 or Server 2019 and older, in the start menu, search for ‘Windows
Firewall' and click on it.

21
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Programs (1)
@ Windows Firewall with Advanced Security
Control Panel (3)

‘ ﬂ Windows Firewall
@ Allow a prograrm through Windows Firewall
¥ Check security status

p See more results

Iwindows firewsl| X | ‘ Log off ‘ 4 '

Look to the left hand panel and click ‘Advanced settings’.

Control Panel Home

Allow a program or feature
through Windows Firewall

@’ Change notification settings

@’ Turn Windows Firewall on or
off

# Restore defaults

& Advanced settings

Troubleshoot my network

NOTE: For Windows 11 and Server 2025, this can be skipped.

22



TS

INNOVATE INTEGRATE INSPIRE

4.2 Inbound Rules

In the left hand menu click ‘Inbound Rules’.

| @ Windows Firewall with Advanc
Inbound Rules
Outbound Rules
2‘! Connection Security Rules
> B Monitoring

In the right hand menu click ‘New Rule...’

Actions
Inbound Rules -
&3 NewRule..

Y Filter by Profile
7 Filter by State
Y Filter by Group

v v v v

Wiew
|G Refresh
|5 ExportlList..

Help
Make sure ‘Port’ is selected, then click ‘Next’.

Rule Type

Select the type of firewall rule to create.

Steps:

» Rule Type ‘What type of rule would you like to create?

@ Protocol and Ports

@ Action ©) Program

@ Profile Rule that controls connections for a program.

@ Name

@ Port
Rule that gontrols connections for a TCP or UDP port.

) Predefined:
‘BranchCache - Content Retrieval (Uses HTTP) v
Rule that controls connections for a Windows experience.

) Custom
Custom rule.

Learn more about rule types

< Back \L Next > “D[ Cancel ]

23
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Make sure TCP is selected, then click the ‘Specific Local Ports’ box and enter:

e 80
e 8715
e 8716

NOTE: Each port number must be followed by a comma.

Then click ‘Next’.

Protocol and Ports

Specify the protocols and ports to which this rule applies.

Steps:
@ Rule Type Does this rule apply to TCP or UDP?

@ Protocol and Ports @ TCP

@ Action
@ Profile

@ Name 2 .
Does this rule apply to all local ports or specific local ports?

) All local ports

Specific local ports: 5074, 52773, 53194
Example: 80, 443, 5000-5010

Learn more about protocol and ports

[ < Back ][ Nesxt > ” Cancel ]

Make sure you've selected ‘Allow the Connection’ then click ‘Next’.

Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:
@ FRule Type ‘What action should be taken when a connection matches the specified conditions?

@ Protocol and Ports N
© Allow the connection

@ Action This includes connections that are protected with IPsec as well as those are not.
@ Profile i
N () Allow the connection if it is secure
@ Hame This includes only ions that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

Customize

() Block the connection

Learn more about actions

[ < Back “ Next > ] [ Cancel
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By default Domain, Private and Public are ficked. Change as required then click
‘Next'.

Profile
Specify the profiles for which this rule applies.

Steps:
@ FRule Type When does this rule apply?
@ Protocol and Ports
@ Action Domain
» Profile Applies when a computer is connected to its corporate domain.
@ Name Private
Applies when a computer is connected to a private network location.
Public

Applies when a computer is connected to a public network location.

Learn more about profiles

[ < Back ][ Next > ][ Cancel ]

Give the new rule a name and enter a description if required, then click ‘Finish’.

Name

Specify the name and description of this rule.

Steps:
@ FRule Type
Protocol and Ports

-

@ Action

° Name:
®

Profile
GARDIS Porty
Name

Description [optional):

[ < Back ][ Finish ][ Cancel ]
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4.3 Outbound Rules

If using TDSi legacy controllers such as EX-Series and MG-Series, you may wish to
place communication servers on other machines. This uses port 10001.

The online license activation also requires an outbound rule to allow:

https://tdsi-product-reqgistration.com:8201

One of the port numbers also needs to be entered into an Outbound Rule.

Windows Firewall Advanced Settings should still be open, click ‘Outbound Rules’ in
the leff menu.
@ Windows Firewall with Advanc
o1 Inbound Rules
* Connection Security Rules

» B Monitoting

Click ‘New Rule..." in the right hand menu.

Actions
Quthound Rules -
2% New Rule...

Y Filter by Profile

Y Filter by State

Y Filter by Group

v v v v

View
@) Refresh
5 ExportlList.

H Help

26
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Select ‘Port’ then click ‘Next’.

Rule Type

Select the type of firewall rule to create.

Steps:

» FRule Type ‘What type of rule would you like to create?

@ Protocol and Ports

@ Action ) Program

@ Profile Rule that controls connections for a program.
@ Name @ Port

Rule that controls connections for a TCP or UDP port.

) Predefined:
BranchCache - Content Retrieval (Uses HTTP) v
Rule that controls connections for a Windows experience.

() Custom
Custom rule.

Learn more about rule types

< Back H Next > ][ Cancel ]

Make sure ‘TCP’ is selected, then enter ‘10001’ in the specific remote ports box. Then
click ‘Next’.

‘ New Qutbound Rule Wizard

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:

@ Rule Type Does this rule apply to TCP or UDP?
@ Protocol and Ports O 1CP

@ Action O upp

@ Profile

@ Name

Does this rule apply to all remote ports or specific remote ports?

(O All remote ports

© Specific remote ports: 10001
Example: 80, 443, 5000-5010

< Back Cancel
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Make sure 'Allow the Connection’ is selected, then click ‘Next’.

Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:
@ Rule Type ‘What action should be taken when a connection matches the specified conditions?

@ Protocol and Ports -
@ Allow the connection

® Action This includes connections that are protected with IPsec as well as those are not.
@ Profile B
N () Allow the connection if it is secure
@ Hame This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.
Customize.

() Block the connection

Learn more about actions

[ < Back ][ Next > ][ Cancel ]

By default Domain, Private and Public are ficked. Change as required then click
‘Next'.

Profile

Specify the profiles for which this rule applies.

Steps:

@ Rule Type ‘When does this rule apply?

@ Protocol and Ports

@ Action Domain

» Profile Applies when a computer is connected to its corporate domain.
@ Name Private

Applies when a computer is connected to a private network location.

Public
Applies when a computer is connected to a public network location.

Learn more about profiles

[ < Back ][ Next > ][ Cancel ]
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Name the rule as required then click ‘Finish’.

Name

Specify the name and description of this rule.

Steps:

L

L
L
L
L

Rule Type
Pratocol and Ports
Action

Profile Name:

GARDIS Outbound Rule
Name

Description [optional):

< Back

It

Finish

J {

Cancel

29
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5.Upgrading GARDIS

5.1 Uninstall the Previous Version

Go to Conftrol Panel -> Programs and Features. Right click on GARDIS from the list of
programs and select “Uninstall”.

The software will be removed and the configuration settings will remain.

5.2 Install the New Version
Install the new version by following the steps in Section 3 (Installer) from this manual.

During the Configuration step, the previous settings will be displayed. Confirm and
close.

The installer may ask to reboot the computer. This is recommended for successful
software installation.

30
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6. Troubleshooting

6.1 Installing on a Domain Controller

GARDIS cannot be installed on a domain controller. If you attempt to install on a
domain controller you will see this error message:

Gardis - InstallShield Wizard

4 Gardis requires the following items to be installed on your computer. Click Install to begin
L% installing these requirements.

Status  Requirement
Pendina Microsoft .NET Framework 3.5 SP1 (Windows Feature)

Gardis - InstallShield Wizard

The installation of Gardis Domain Controller has failed. Setup will now
exit.

—

Installing Gardis Domain Controller

Install Cancel

6.2 SQL Installation Failure

If you encounter errors while installing SQL during the installation of GARDIS. open the
‘Summary.ixt’ log file located here:

C:\Program Files\Microsoft SQL Server\120\Setup Bootstrap\Log\

6.3 Troubleshooting — Windows Features

If you experience any issues while installing or running GARDIS, Windows may have
been unable to automatically enable some of the Windows features. The following
steps will show you how to enable all the required features depending on the version
of Windows you are using.

Make sure you check these Windows features.

31
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6.3.1 Windows Server Features

Windows features can be configured on (in this example) Windows Server 2016 by
clicking the ‘Start’ icon then clicking ‘Server Manager’.

= Recently added Windows Server

€) Google Chrome

Most used r- >_ .g‘u

R . Windows Windows
- Snipping Tool Server Manager | PowerShell PowerShell ISE

Paint

™

-
Windows
Google Chrome Administrativ... Task Manager Control Panel

Search L:’O §g] m

Remote

Server Manager Desktop... Event Viewer File Explorer

Settings

Windows Accessories
Windows Administrative Tools
Windows Ease of Access
Windows PowerShell

Windows System

€ I &

In the top right corner, click ‘Manage’ then click ‘Add Roles and Features’.

- X

Manage Tools View Help

Add Roles and Features

Remove Roles and Features

Add Servers

Create Server Group

Server Manager Properties

32
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Click ‘Next’.

&= Add Roles and Features Wizard - o X

DESTINATION SERVER

Before you begin VMO1-011DEV

B u Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or

features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.
Server Selection .

To remove roles, role services, or features:

Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[C] Skip this page by default

[ <previous | [ Next> | [ mstai | [ cCancel

Select the required option then click ‘Next’.

[ Add Roles and Features Wizard - [m] X
Select installation type ity

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

(® Role-based or feature-based installation

Server Selection > 5 .
Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Install

33
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Click the required server then click ‘Next’.

= Add Roles and Features Wizard - a X
Select destination server R atoroes

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type

) Select a virtual hard disk

Server Roles Server Pool

Features
Filter: I |
Name IP Address Operating System
VMO01-011DEV 192.168.5.27 Microsoft Windows Server 2016 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

| < Previous | |_Nex!> I Install ‘ | Cancel |

Scroll down the list to ‘Web Server (1IS)' then click to enable it. Then click ‘Next’.

&, Add Roles and Features Wizard - a X

DESTINATION SERVER

Select server roles VMO1-011DEV

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
Server Selection || Active Directory Federation Services (o) Web Server (IIS) provides a reliable,
r RO [] Active Directory Lightweight Directory Services manfige?bh_- and scalable Web

N [[] Active Directory Rights Management Services application infrastructure.
Features [] Device Health Attestation
Web Server Role (1IS) [C] DHCP Server

. [C] DNS Server
Role Services ] Fax Server

[w] File and Storage Services (1 of 12 installed)
[] Host Guardian Service

[] Hyper-v

[] MultiPoint Services

[[] Network Policy and Access Services
[C] Print and Document Services

[] Remote Access

[C] Remote Desktop Services

[ Volume Activation Services

[[] Windows Deployment Services

[] Windows Server Essentials Experience
[[] Windows Server Update Services

Confirmation

< Previous | | Next > Install i Cancel
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Select Web Server Role.

= Add Roles and Features Wizard - m] X
DESTINATION SERVER
Web Server Role (IIS) -

Web servers are computers that let you share information over the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services (IIS) 10.0 with enhanced security,
Installation Type diagnostic and administration, a unified Web platform that integrates IIS 10.0, ASP.NET, and Windows
Communication Foundation.

Before You Begin

Server Selection
Server Roles

Features . - . = = .
* The default installation for the Web Server (IIS) role includes the installation of role services that
enable you to serve static content, make minor customizations (such as default documents and HTTP

errors), monitor and log server activity, and configure static content compression.

Web Server Role (lIS)

Role Services

Confirmation

More information about Web Server IIS

Install | Cancel

l < Previous I [ Next>

Select Role Services to begin editing the Windows Features. Go to Section 7.5.3 for
full details of the windows features to enable.

= Add Roles and Features Wizard - O X

DESTINATION SERVER

Select role services WMO1-011D8V

Before You Begin Select the role services to install for Web Server (lIS)

Installation Type Role services Description
Server Selection » Web Sarver Static Content allows the Web server
Server Roles 4 [¥] Common HTTP Features to publish static Web file formats,

Default Document such as HTML pages and image files.
Directory Browsing Use Static Content to publish files on
HTTP Errors your Web server that users can then

view using a Web browser.
[C] HTTP Redirection
Confirmation [J WebDAV Publishing

I Health and Diagnostics

! Performance

I Security

1 [ Application Development
v [] FTP Server
! Management Tools

Features

Web Server Role (lIS)
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Click ‘Next’ then ‘Install’ to begin installing the windows features.

& Add Roles and Features Wizard - a X
Confirm installation selections e

| A\ Do you need to specify an alternate source path? One or more installation selections are missing source files on the destinati.. X
To install the following roles, role services, or features on selected server, click Install.

Before You Begin
Installation Type [C]Restart the desti

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

utomatically if required

Server Roles

Features
Web Server Role (IIS) .NET Framework 3.5 Features o}
£ .NET Framework 3.5 (includes .NET 2.0 and 3.0)
Role Services
.NET Framework 4.6 Features
Confirmation
ASP.NET 4.6
Message Queuing
Message Queuing Services
Message Queuing Server
Web Server (lIS)
Management Tools v

Export configuration settings
Specify an alternate source path

<Previous | | Next> | Install Cancel

Wait for Windows to install the features, then once complete click ‘Close’.

[ Add Roles and Features Wizard = O X

DESTINATION SERVER

Installation progress WMo1-011DEV

View installation progress

o Feature installation

Installation succeeded on VM01-011DEV.

.NET Framework 3.5 Features
.NET Framework 3.5 (includes .NET 2.0 and 3.0)

.NET Framework 4.6 Features
ASP.NET 4.6

e dome
Bk Message Queuing Services

Message Queuing Server

Web Server (1IS)
Management Tools
1IS Management Console

Wah Sarnvar

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

r 1T - T
<Previous | | Next> | Close | Cancel
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6.3.2 Window Features to Enable
NOTE: This section is no longer relevant from GARDIS v3.0 onward.

This legacy information can be obtained from Installation Guide Issue 16.

6.4 Login Button Error

Symptom: Can navigate to the login page, but when you click the ‘Login’ button,
the following screen appears with IDX10803 error.

Login to Gards

€« c

Erreur du serveur dans |'application '/'.

IDX10803: Unable to create to obtain configuration from: 'http://192.168.1.121:5074/identity/. well-known/openid-configuration’.
Description | Lne excepson non gérde 5es1 produlie 2u Momest 08 [ exbouben 08 1 meuite Web actuete Contiies © Hace 08 1 ph poor Shus THAONMIBINS Sur [eMeur &1 500 OAgINe 5305 bt Co0e.

Détails de I'exception: System InvatdOpsratonExcepton 10X 10033 Urabie 1o create 5 08I confguradon Fom Teip /152 168 1 121 507 4Menmny ! wel &n wniopenie. consguransn’

Eerour source:

Trace de ls pile:

[InvalidOperationException: IDX10803: Unable to create to obtain configuration f
Microsoft. IdentityModel . Protocols. <GetConfigurationAsyncyd 3 MoveNext() In ¢
Systes.Runtime.CompilerServices. TaskAuaiter. ThrowfortlonSuccess(Task task) +93
Systes,Runtime, CompilerServices. Taskiualiter, HandleNonSuccessandDebuggerfiotification(Task task) +52
Microsoft.Ouin. Security.OpenldConnect. cApplyResponseChal lengeAsyncyd_c.Movellext() +613
Syste,Runtime, CorpilerServices, Taskimaiter, ThrowFortionSuccess(Task task) +93
System.Runtime.CovpilerServices. TaskAuaiter. HandleNonSuccessAndDebuggertiotification(Task task) +52
Nicrosoft.Ouin, Security. Infrastructure. <dpplyResponseCorelsync>d__b. Novelext() +300
System.Runtime.CompilerServices. TaskAuaiter. ThrowfortonSuccess(Task task) +93
Systes,Runtine,CopilerServices, Taskiuaiter, HandleNonSuccessandDebuggertiotification(Task task) +52
Microsoft.Ouin. Security. Infrastructure. <ApplyResponseAsyncod_ 8. Movellext() +284
Systes,Runtime, vices, Taskduaiter, ThrowForfonSuccess(Task task) +93

S ntime. vices.TaskAuaiter. HandleNonSucc dDebuggertiotification(Task task) 452

LOwin, Security. Infrastructure, <Teardowndsync>d__5 ehext() +169

Systes.Runtime.CompilerServices. TaskAuaiter. ThrowFortionSuccess(Task task) +93

Systes,Runtine,CorpilerServices, Taskiuaiter, HandleNonSuccessandDebuggertiotification(Task task) +52

Microsoft.Ouin. Security. Infrastructure. <Invoke>d_ @.Movehiext() +851

Svstes.Runtine.CorpilerServices. Taskiuaiter. ThronForlonSuccess(Task task) +93

92.168.1.121:5074/1dent ty/ . well-knoun/openid-configuraticn' . ]
1senForDotetdSReleaselsrc\Microsoft . Identitydiode] . Protocol . Extensions\Conl
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Resolution: Change the ‘Load User Profile’ setting in lIS to ‘True’.

e Open ‘Internet Information Services (lIS) Manager'.

e Find your computer in the connections menu on the left and click the
‘Expand’ arrow.

e Click '‘Application Pools’.

e Left click ‘GardisToken’ then click ‘Advanced Settings’ in the right hand
menu.

e Locate ‘Load User Profile’.

e [fit says false, click on it and change it to ‘True’.

@ Internet Information Services (IS) Manager [ @] % ]
@‘@ [+ SOLIDWORKS » Application Pools EEEICE
File View Help
@31 Application Pool (2] = ]
- ication Pools g =
# i PP b & Add Application Pool...
= B
PES) Sﬂt:LiDv?leSﬂ:Sl}mhert.m TR | o= — Set Application Pool Defaults
j Sep ication Pools processes, contain one or more appli e erion 7y T Application Pool Tasks
> -[8] Sites 4
Filter: - §@6o Enable 32-Bit Applications True L b start
1 Managed Pipeline Mode Integrated @ Stop
":’"e Satui e Name GardisToken = 2 Recycle.
(DASPNETWAD  Started  va, G e =
Edit Application Pool
(2ASPNETWAOCL. Started v, Start Automatically True R
() Classic NET Ap... Started  v2f| g cpy e s i
(D DefaultAppPool  Started V2. e " B Retychnc
QGardis Started v, ey NoAzion Advanced Settings...
) GardisToken Started v, s bl ey o Rename
Processor Affinity Enabled False X Remove
Processor Affinity Mask 4294967295 View Applications
© Process Model e
Identity GardisSTS © Her
E - Online Help
Idle Time-out (minutes) 20
Load User Profile True [+
Maximum Worker Processes 1
Ping Enabled True -
Load User Profile
[loadUserProfile] This setting specifies whether IIS loads the user profile for
an application pool identity. When this value is true, IS loads the user
profile for the application pool identity. Set this value to false when you re..
Ready %

Once complete, open ‘Services' and find ‘Gardis API'. Right click it, then click
‘Restart’.
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File Action
| : >mu D

", Services (Local)

Gardis Api Name - Description Status Startup Type Log ~
4 Encrypting File System (EFS)  Provides th... Manual (Trig... Loc

Stop the service £ Extensible Authentication P... The Extensi... Manual Loc

Bestart the service £ Function Discovery Provide... The FDPHO... Manual Loc

£ Function Discovery Resourc... Publishes Manual Loc

£ Gardis Acu Manager Gardis Acce Running  Automatic Loc

Description:

Gardis APl Service Running  Automatic

Start

ardis Credenti . Running  Automatic Loc
£, Gardis Databast Stop Running  Automatic AGe
£/ Gardis Event M Pause . Running  Automatic Loc
”.«, Gardis Service Resume . Running  Automatic Loc
/;q Gpoll I Restart .. Running  Automatic Loc
E, Group Policy Cl All Tasks s Running  Automatic (T... Loc
£ Health Key and . Manual Loc
”.‘) Human Interfa Refresh " Manual (Trig... Loc
% Hyper-V Data E{ Properties Running  Manual (Trig... Loc
4 Hyper-V Guest . " Manual (Trig... Loc
4 Hyper-V Guest P Running  Manual (Trig... Loc

£ Hyper-V Heartbeat Service Monitors th... Running  Manual (Trig... Loc
£ Hyper-V Remote Desktop Vi... Providesap.. Running Manual (Trig.. Loc
4 Hyper-V Time Synchronizat... Synchronize... Running Manual (Trig... Loc
£ Hyper-V Volume Shadow C... Coordinates.. Running Manual (Trig.. Loc o
<[ ] [ >

Extended /(Standard/
Stop and Start service Gardis Api on Local Computer

6.5 Unabletologin
The most likely cause of this issue is that the GARDIS services aren’t running.

Once you've restarted your system after the install, GARDIS should start
automatically within 3 minutes.

To check, open ‘Services’'.

Programs (5)

. Component Services
?ﬁ Internet Information Services (IIS) Manager
| % services
=77 Services
E&Z’ SQL Server 2014 Reporting Services Configuration Manager
Control Panel (6)

View local services

E Manage Information Cards that are used to log on to online ser...
a Windows CardSpace

1™ Allow remote access to your computer

18 Allow Remote Assistance invitations to be sent from this comp...

1™ Select users who can use remote desktop

2 See more results

[ services x| | shutdown | » |

39



TS

INNOVATE INTEGRATE INSPIRE

Make sure the following services are running.

e Gardis ACU Manager
e Gardis API
e Gardis Credential Manager
e Gardis Event Manager
e Gardis Service Manager
e SQL Server (GARDIS)
o *If SQL database is hosted on the same machine as the application

-

Gardis Acu Manager Name Description Status Startup Type Log
. £ Distributed Link Tracking Cl... Maintains li... Running Automatic Loc
Stop the service % Distributed Transaction Co... Coordinates... Running  Manual Net
Restart the service .
£, DNS Client The DNS Cli... Running  Automatic (T... Net
& Encrypting File System (EFS)  Provides th... Manual (Trig... Loc
Description: . (. Extensible Authentication P... The Extensi... Manual Loc
Gardis Access Control Unit Manager 2%, Family Safety This service .. Manual Loc
i Fax Enables you... Manual Net
".«, File History Service Protects use... Manual (Trig... Loc
".f, Function Discovery Provide... The FDPHO... Running Manual Loc
(. Function Discovery Resourc... Publishesth.. Running Manual Loc
ardis Acu Manager Gardis Ac Running  Automatic Loc|
£ Gardis Api Gardis API S... Automatic Loc
£ Gardis Credential Manager ~ Gardis Cred... Running  Automatic Loc
(. Gardis Event Manager Gardis Even... Running  Automatic Loc
£ Gardis Service Manager Gardis Servi... Running  Automatic Loc
(/. Google Update Service (gup... Keeps your... Automatic (D... Loc
(. Google Update Service (gup... Keeps your... Manual Loc
£ Gpoll V0.4_1015:0... Running Automatic Loc
& Group Policy Client The service ... Automatic (T... Loc
C«, Health Key and Certificate ... Provides X.5... Manual Loc
. HomeGroup Listener Makes local... Running  Manual Loc
< >

Extended / Standard /

If the services aren’t running, right click on it and click ‘Start’.

Gardis Api Name ° Description Status Startup Type Log
i £ Extensible Authentication P... The Extensi... Manual Loc

Start the service £, Family Safety This service ... Manual Loc
i Fax Enables you... Manual Net

Description: '"', File History Service Protects use... Manual (Trig... Loc
Gardis API Service i Function Discovery Provide... The FDPHO... Running Manual Loc
f«, Function Discovery Resourc... Publishesth.. Running Manual Loc

"", Gardis Acu Manager Gardis Acce.. Running  Automatic Loc

GCacdic AP| Automatic Lo

Running  Automatic
Stop en.. Running Automatic Loc
b Pause ervi.. Running  Automatic Loc
’,«, Google Up Restime ur .. Automatic (D... Loc
7o)
Google Up Restart ur ... Manual Loc
7 Gpoll 5:0... Running Automatic Loc
£ Group Poli All Tasks > lice.. Automatic (T... Loc
£ Health Key Refresh X.5... . Manual Loc
b cal.. Running Manual Loc
£ HomeGrou Properties sne.. Running Manual (Trig.. Loc
’,«, Human Ints Hel s an.. Manual (Trig... Loc
% Hyper-V Dz 2 a.. Manual (Trig... Loc
£ Hyper-V Guest Service Inter... Provides an ... Manual (Trig... Loc
>

Extended { Standard /
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Now you're sure the services are running, browse to:
hitp://localhost:52773 or the IP address you've set previously during the installation.

You will now be able to log info GARDIS using your username and password.
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7.HTTPS

The default protocol for GARDIS is HTTP. This is, in most cases, acceptable as all data
is being transferred on a local area network. In a medium to large organisation, data
protection and securing data will be more active. For this, the protocol needs to be
configured to use Https, which encrypts all data between the client (Browser) and
the server.

It is recommended to stop all GARDIS services until all tasks are complete.

7.1 Enabling HTTPS

First run the GARDIS configuration tool and select the Https option.

Service URLs
© Network [10.0.9.123 v] @ Basic Mode
© This PC only ) Expert Mode
Protocol O Http @ Https

Change the protocol from ‘Hitp’ to ‘Hitps’.

Https has a default port of 443 and if this is the only website running on this PC
(recommended), the website port can be set to this value.

Ports
Security Token Service Port 44310
Gardis API Port | 44311]
Gardis Website Port 443

Connect to Gardis using the following URL

The 'Security Token Service’ and ‘API' can then be changed to any value and as an
idea using a 443xx gives an indication they are also on a https. Finally click the
‘Confirm’ button to save these settings.

If an error occurs at this point in updating the IIS settings, this can be ignored as
changes are required to be set in the lIS.
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8.VPN and WAN

GARDIS will not work internally as the VPN network cannot be accessed on the same
WAN.
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